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MEMORANDUM FOR: Deputy Director for QOperations
(Attention: Eloise Page)

Deputy Director for Science and Technology
(Attention: Ernest J. Zellmer)

Director, National Foreign Assessment Center
STAT (Attention: |

General Counsel

(Attention: | | STAT
FROM : Michael J. Malanick

Associate Deputy Director for Administration
SUBJECT : Planning for Implementation of L.0. 12065
REFERENCE : Action Plan Approved 26 July 1978 for

Implementation ot £.0. 12065

Attached for your planning and guidance is a paper prepared by the
Task Force concerned with fmp]ementing the provisions of E.O0. 12065
concerning classification, declassification, and mandatory review.
Because of the amount of work to be accomplished by 1 December 1978,

it is hoped that the paper will prove useful to you in accomplishing

the tasks outlined,

“lichael J. Malanick
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DTR (Attention: Harry Fitzwater)
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CIA Task Force, E.O0. 12065
Classification, Declassification, Mandatory Review Guidance

1. Introduction

a. The recently issued Lxecutive Urder 12065 requires that CIA
ds an agency with original classification authority promulgate Cias-
sification Guides (Sec.. 5-403) and Declassification Guidelines
(Sec. 3-402), and that they develop procedures for mandatory review
of information for declassification (Sec. 3-501). The Order also
requires that unclassified regulations establishing agency information
security policy and unclassified guidelines for systematic declassifi-
cation review shall be published in the Federal Register (Sec. 5-402).
The Order further stipulates that Agency implementing regulations
contain criteria explaining in narrative form the reason information
needs to be protected beyond six years (Sec. 1-502).

b. The NSC draft implementing directive for the Executive Order
requires that Classification Guides contain categories and subcategories
of information to be protected, the level of classification to apply
to each, the duration of such specified classification, and the reason
for any extension of classification beyond six years.

c. The CIA Task Force concerned with implementing the classifi-
cation, declassification, and mandatory review requirements noted above
is currently drafting two basic papers and identifying tasks for the
consideration of the three Directorates and NFAC.

2. Classification Guides

Conceptually the fask Force envisages three different levels
of classification guides.

a. Agency Classification Guide

This Guide will set forth broad categories of intelligence
information based upon the seven classification requirements a-g
(Sec. 1-301). These categories will be generally common to all
Directorates. The guide will be unclassified and require Deputy
Director and DCI approval. It appears likely that it will have to
be published in the Federal Register. Wnether classification desig-
nations and duration of classification have Lo be assigned to each
category of information in the basic Agency guide remains to be
resolved. Tf such assignment is required, a variable classification
designation from Confidential to Top Secret for each category would
seem sppropriate combined with a duration of up to 20 years.
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b. Directorate Classification Guides

These guides will establish subcategories of intelligence
information based upon the Agency Classification Guide and will contain
information generally comnon to ail components of a Directorate. They
may be classified or unclassified and will be approved by the individual
Deputy Directors. Each subcategory of information will require a deter-
mination as to the level of classification, the duration of the classification,
and the reason for any extension of classification beyond six years.

¢. Office (or eguivalent) Classification Guides

These will further expand upon the subcategories of information
contained in the Directorate Classification Guides and will reflect the
needs and concerns of individual components of each Uirectorate. They
may be classified or unclassified and will be approved by the Office
Directors or Chiefs of the individual components and ultimately by the
pertinent Deputy Director. Each such subcategory of information will
require a determination as to the level of classification, the duration
of the classification, and the reason for any extension of classification
beyond six years.

3. Draft of Agency Classification Guide and Task Force Lomments
for Directorate Consideration

a. A draft Agency Classification Guide will be distributed to
Directorates o/a 1 September 1978 and Directorate comments are requested
by 18 September 1978. This tight deadline is necessary because the
Agency Classification Guide will serve as a starting point for Directorate
and Office guides.

b. It should be noted that E.0. 12065 recognizes that there may
be national security categories of information other than those set
forth in a-f of the E.0. which require protection against unauthorized
disclosure. Directorates should carefully examine categories a-f to
determine if additional (g) categories are needed to meet their
requirements. Any such additional categories require DCI approval.

c. As noted in paragraph 4 below, the Task Force is attempting to
dovetail its draft Agency Classification Guide with Directorate quidelines
for systematic declassification prepared in late 1977. It is therefore
recommended that Directorates review their guides for declassification
in conjunction with their review of the Task Force draft Agency Clas-
sification Guide.

d. In the preparation of Directorate and Office Classification
Guides, information requiring protection must be categorized to the
extent possible. The Classification Guides should state which of the
classification designations (i.e., Top Secret, Secret, or Confidential)
apply to each category of information. A statement covering the duration
of classification when such duration is to exceed six years and the
reason for such extension is also required.
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e. Although Directorate and Office Classification Guides may be
classified to the level necessary, lower classitications are encouraged
considering the intended wide use of the gquides.

f. Directorates are reminded that the significance in developing
comprehensive Classification Guides lies in the authority extended by
the E.0. to permit derivative classification tc individuals not provided
original classification authority (Sec. 2 of the Order). tvery original
classification must include both a decision that the intormation concerns
one or more of the criteria a-g described in Sec. 1-301 of the Order, and
a decision that disclosure of the information reasonably could be expected
to cause one of the three levels (grave, serious, identifiable) of damage
described in Sec. 1-1 of the Urder. Ihe decision involved in each step
must be considered separate and distinct from that of the other.

4. Guidelines for Systematic Declassification Review

Each Directorate in late 1977 approved a guideline for syste-
matic review for declassification.

a. The Task Force is drawing from the four Directorate guidelines
and preparing an unclassified Agency Declassification Guideline for
publication in the Federal Register. The draft Agency guideline will
be sent to Directorates for comment later in the year inasmuch as we
have until 1 May 1979 to accomplish this objective.

b. The guides for classification and declassification should
dovetail. The Task Force is therefore drawing from the Directorate
guidelines for declassification in its preparation of the basic gquide
for classification. 1t follows that Directorates may desire to review
their guidelines for declassification when they rcview the basic clas-
sification guide prepared by the Task Force.

c. Directorate guidelines for declassification previously prepared
as unclassified contain in some cases information that should be classified.
Also if categories of information needing protection are not covered in
the guides for declassification, documents containing such information
are automatically declassified after 20 years or 30 years for foreign
government information. It is recommended therefore that Directorates
review their guidelines for declassification for both comprehensiveness
and classification of content. Directorates may prepare classified
supplementary guidelines for declassification as required.

d. The Task Force will prepare a draft special systematic review
guideline for foreign government information.

e. Special procedures for systematic review and declassification
of classified cryptologic information will be developed by the Secretary
of Defense. The DCI is responsible for developing special procedures
for systematic review and declassification of classified information
concerning the identities of clandestine human agents. The Task Force
will be looking to the DDO for input in developing the latter guideline
which will be binding on the Intelligence Community.
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5. Mandatory Review Procedures

[t is anticipated that the current modus operandi between the
Information and Privacy Staff and Agency components for handling mandatory
review requests along with FOIA and Privacy Act requests will be continued.
The Task Force will be responsible for drafting a paper describing these
procedures for mandatory review to conform with Sec. 3-5 of the Order.

6. Task Force Assistance

Questions on this paper should be referred to Directorate Focal
Point Officers who are available to provide assistance as may be required.
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ACTION PLAN FOR
DDA ASSIGHED TASKS
ASSOCIATED WITH THE IMPLEMENTATION OF
EXECUTIVE CRDER 12065
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The DDA assigned tasks associated with the implementation of the
new txecutive Order have becn grouped under one of the following four
general headings:

Classification/Declassification/Mandatory Review
Markings

Training

Safeguarding

TASK FORCES

Individual task forces will be established to handle each of the
four arcas listed above. The first three task forces will be chaired
by ISAS representatives while the fourth will be chaired by a represen-
tative from the Office of Security. C/ISAS will function as the
coordinator between all task forces.

A representative from cach of the four Directorates and 0GC will
be appointed to each task force to form the basic vorking group.
Additional members can be requested by each Chairman if and when the
need arises. Once formed, each task force will be organized internally
to handle their individual program elements in the most efficient manner,

DIRECTORATE SUPPORT

To obtain and maintain the shortest possible response time from
the four Directorates, it is recommended that the job responsibilities
for the four individuals who are currently functioning as the senior
Declassification Focal Point Officers for each Directorate be expanded
to include all coordiration activities associated with the development
and implementation of this program. It is further recommended that
where practical, those individuals within each Directorate that were
tasked with helping to develop declassification guidelines, be designated
to assist the Declassification Focal Point Officers with all coordination
activities. The above structure worked extremely well in developing the
declassification guidclines and should function equally as well in
helping to develop and coordinate this program.

ACTUAL PROGRAM IHPLEMENTATION

Within the DDA, records management personnel will be playing an
extremely important role in the actual implementation of the new E.O.
This role will be to act as the means for transmitting to Agency personnel
the actual instructions on what actions are required and how they are to
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be done. In this role they will also serve as convenient points of
contact for the multitude of questions that are surce to be raised as
actual implementation cfforts move forward. Involvement of these
personnel will be through the Directorate Records Management Officer
who will participate in and be kept fully informed on all aspects of
the implementation program.

How this program will be implemented within the other Directorates
is something that should be decided upon at the ecarliest possible date,

HORK ASSIGNMENTS

1. CLASSIFICATION/DECLASSIFICATION/MANDATORY REVIEM

A. TASK FORCE - Chairman -

boo -
NFAC
DDS&T
DDA -
0cc -
IPS -

0s -
RAB -

B. Approach - Will be to combine classification with declassifi-
cation and develop common guidelines covering both aspects. To meet
known requirements of the new E.0. both classified and unclassified
guidelines will have to be developed. Since the system established for
the development and approval of the current Agency declassification.
guidelines is still in existence, it 1s planned that this same system
will be used to obtain overall coordination and approval for all guide-

Tines that will be developed. Applicable regulations will be written/
rewritten.

C. Problems - No specific problems have been identified.

D. Time Frame - In-house guidelines and requlations should be
ready for formal coordination and approval by 1 October 1978. This
will allow two months to complete this process so that they will be
ready for use by the Agency on 1 December 1978. Unclassified guide-
lines for outside approval and publicatiun in the Fcderal Register
must be completed by 1 June 1979.

I1.  MARKINGS

A. TASK FORCE - Chairman -
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DDO -
NFAC

DDS&T
DDA -
GGC -
0s -

RAB -

B. Approach - A1l classification markings and controls now in use
throughout the Agency will have to be reviewed in light of the imple-
menting order for the new E.0. to determine what changes will be
‘required and how these changes should be implemented. Initial requivement
will be to get OGC guidance on what markings and controls the implementing
order for the ncw E.0. will probably allow so preliminary work can start
as soon as possible. Applicable regulations will be written/rewritten.

The initial instructions and procedures dealing with markings
will have to be followed by a detailed handbook on how these general
procedures are to work, i.e., size and pusition of markings.

C. Problems - It is anticipated that due to the great number-of
individual interests involved in this general area a significant number
of problems may be encountered.

D. Time Frame - A1l proposals ready for formal coordination and
approval by 1 October 1978. A1l ncwly required stamps ready for dis-
tribution by 1 November 1978.

I11. TRAINING

A. TASK FORCE - Chairman

0GC
RAB
0S
OTR

B. Approach - Identify those elements that the new E.OQ. requires
must be addressed and work with OTR to develop the nost effective means
of getting required information to all levels of the Agency. Special
emphasis should be placed on determining whether an audio-visual
presentation would be the most effective way to inform all Agency
personnel on the changes the new E.0. brings to the current classifi-
cation process. Applicable regulations will be written/rewritten.

C. Problems - No special problems have been identified as of this
tinme. _

D. Time Frame - Programs and procedurcs ready for in-house formal
approvals by 1 October 1978.  Actual training of employees to start by
t November 1978,
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IV. SAFEGUARDING

. STAT
A. TASK FORCE - Chairman -

DDA -
DDO H

DDS&T
NFAC
0GC -
0s -

B. Approach - Identify those elements of the new E.0. relating to
the safequarding of classified material that require implementation
through revision of Agency regulations. The Office of Security has
been preparing revised security regulations which will serve as a take-

: off point for the changes necessitated by the E.Q. Specif
r new reaqulations will replace the extant HR STAT
ST

C. Problems - The principal problem associated with the implemen-
tation of safequarding policy is caused by the fact that Headquarters
Regulations depend largely on the development of the implementation
directive for E.O. 12065. As a result, the promulgation of the
implementing directive will be the pacing item.

D. Time Frame - Initial drafts on which to build the revised
Headquarters Regulations are already available. They will be modified
to be consistent with the implementing directive as it is developed.
Assuming promulgation of the implementing directive by 30 September,
final drafts of the Headquarters Regulations should be submitted to
the Regulations Control Branch by 31 October.

V.  APPROVALS/ACTION REQUIRED

1. Approval of the attached Headquarters Notice describing what

is being done within the Agency to preparc for the implementation of
the new E.O.

2. Approval for the usc of senior Directorate Declassification
Focaé go1nt Officers and supporting structures in implementing the
new E.0.

3. Appointment of representatives to the various task forces

and agreement that additional personnel will be made available if
required.
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offices by the below listed signatories.

APPROVED:

Michael J}/Malanick
Directorate of "Administration
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Ernest J. Zellmer
Directorate of Science and Technology

Paul talsh”
National Foreign Assessment Center
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CLASSIFICATION GUIDES

ALTERNATIVE #L

Agency~wide guide.
Directorate guides.
Office guides.

Agency-wide guide would cover general type information common to all
offices within the Agency.

Directorate guides would cover information unique to each directorate
but common to all offices within each directorate.

Office guides would cover information unique to each office.

Agency-wide guide should be prepared by representatives from each
directorate and approved by DCI.

Directorate guides should be prepared by representatives from each
office within the directorate and approved by DD's.

Office guides should be prepared by representatives from each branch/
section within office and approved by office head.

Decentralized system, but one office (AI/DDA?) should act as focal
point and liaison between directorates.

Each office would have to work from three guides, but would not be
burdened by unnecessary information.
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ALTERNATIVE #2

Agency-wide guide.
Office guldes.

Agency-wide guide would cover general type information common to all
offices within the Agency.

Office guildes would cover information unique to each office, but also
information common within each directorate.

Agency-wide guide should be prepared by representatives from each
directorate and approved by DCI.

Office guides should be prepared by representatives from each branch/
section within office and approved by one person within each
directorate (DD's?) to ensure consistency between offices in
duplicative information.

One office (AI/DDA?) should act as focal point and liaison between
directorates,

Each office would have two guides to work from, but duplication would
exist between office guides.
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ALTERNATIVE #3

Directorate guildes.

Each directorate would have only one guide to cover both common type
information and unique information within directorate/offices.

One person in Agency would act as coordinator and also approve each
guide to ensure consistency between directorates.

Each office would have only one guide to work from, but would be
burdened with unnecessary information.

Duplication would exist between guides.
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ALTERNATIVE #4

Directorate guides.
Office guides.

Directorate guides would cover common~type Information found within
Agency, and information unique to each directorate but common to
all offices within each directorate.

Office guldes would cover information unique to each offilce.

Directorate guldes should be coordinated and approved by one person
to ensure consistency in duplicative information.

Office guldes should be approved by office heads (or DD's?).

One office (AI/DDA?) should act as focal point.

Offices would have to work from two guides, but would not be burdened
by unnecessary information.

Duplication would exist between directorate guides,
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INFORMATION SECURITY OVERSIGHT OFFICE )

COMPARISON OF MAJOR FEATURES OF
EXECUTIVE ORDERS GOVERNING THE
INFORMATION SECURITY PROGRAM
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I. CLASSIFICATION LEVELS

E.0. 10501, AS AMENDED

E. 0. 11652

E. 0. 12065

CURRENT DRAFT

THREE LEVELS:

TOP SECRET(TS)~EXCEPTIONALLY GRAVE
DAMAGE

SECRET(S)~SERIOUS DAMAGE

CONFIDENTIAL(C)~PREJUDICIAL TO
DEFENSE

THREE LEVELS:

TS-EXCEPTIONALLY GRAVE DAMAGE
$-SERIOUS DAMAGE
C-DAMAGE

THREE LEVELS:

TS-EXCEPTIONALLY GRAVE DAMAGE
S-SERIOUS DAMAGE
C-IDENTIFIABLE DAMAGE

THREE LEVELS:

TS-EXCEPTIONALLY GRAVE
DAMAGE
S~SERIQUS DAMAGE
C-DAMAGE

CCMMENT: THE TERM "IDENTIFIABLE" HAS BEEN OMITTED IN THE DRAFT ORDER TO OVERCOME LITIGATION PROBLEMS CONCERWING THE INTENT OF THE LANGUAGE OF
E.0. 12065. IT IS NOT INTENDED NOR DOES EXPERIENCE INDICATE THAT ITS
DRAFT ORDER WHICH WOULD NOT BE CLASSIFIABLE UNDER E.0. 12065,
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II. WHO MAY ORIGINALLY CLASSIFY

E.0. 10501, AS AMENDED © E.0. 11652 E.0. 12065 CURRENT DRAFT
TOP SECRET: 48 AGENCIES TOP SECRET: 17 AGENCIES TOP SECRET: * 13 AGENCIES THE CURRENT DRAFT DOES
~74,136 PERSONS -1597 PERSONS -1496 PERSONS NOT LIST THE AGENCIES
SECRET: 48 AGENCIES SECRET: 30 AGENCIES SECRET>» 17 AGENCIES WITH CLASSIFICATION
-23,236 PERSONS -9986 PERSONS ~4195 PERSONS AUTHORITY. THIS WILL BE
CONFIDENTIAL: 48 AGENCIES CONFIDENTIAL: 30 AGENCIES CONFIDENTIAL: 19 AGENCIES ACCOMPLISHED BY AN ACCOM-~
~28,944 PERSONS -6043 PERSONS ~1538 PERSONS PANYING PRESIDENTIAL ORDER.

PRESENT PLANS ANTICIPATE

TOTAL ORIGINAL CLASSIFIERS: 59,316 TOTAL ORIGINAL CLASSIFIERS: 17,626 TOTAL ORIGINAL CLASSIFIERS: 7229 NUMBERS COMPARABLE TO

NOTE: AGENCY AUTHORITY CITED ON
THIS PAGE IS CUMULATIVE: I.E., AGEN-
CIES WITH SECRET AUTHORITY INCLUDE
THOSE WITH TOP SECRET. THE SAME
APPLIES FOR CONFIDENTIAL.

E.0, 12065 IN BOTH NUMBERS
OF AGENCIES AND PERSONNEL.

COMMENT: THE CURRENT DRAFT REFLECTS COMMITMENT TO KEEP THE NUMBER OF CLASSIFIERS TO A NECESSARY MINIMUM m{iLE PROY
AVOID THE UNNECESSARY INVOLVEMENT OF THE HEAD OF THE AGENCY IN THE DELEGATION PROCESS. ’ OVIDING AN ADHINISTRATIVE REMEDY TO
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Ii1. CLASSIFICATION CATEGORIES

E.0. 10501, AS AMENDED : E.0. 11652 E.0. 12065 CURRENT DRAFT
NO SPECIFIC CATEGORIES ARE GIVEN NO SPECIFIC CATEGORIES.ARE GIVEN WHICH SEVEN CATEGORIES: TEN CATEGORIES:
WHICH LIMIT SUBJECT MATTERS THAT MAY | LIMIT SUBJECT MATTERS THAT MAY BE
BE CLASSIFIED CLASSIFIED I.OMéLITARY PLANS, WEAPONS, OR OPERA- 1. MILITARY PLANS, WEAPONS, OR
TONS; OPERATIONS ;

T 5

2. FOREIGN GOVERNMENT INFORMATION;

3. INTELLIGENCE ACTIVITIES, SOURCES OR
METHODS ;

4. FOREIGN RELATIONS OR FOREIGN ACTIVI-
TIES OF THE UNITED STATES;

5, SCIENTIFIC, TECHNOLOGICAL, OR ECONO-
MIC MATTERS RELATING TO THE NATIONAL
SECURITY;

6. UNITED STATES GOVERNMENT PROGRAMS
FOR SAFEGUARDING NUCLEAR MATERIALS OR
FACILITIES; OR

7. OTHER CATEGORIES OF INFORMATION
WHICH ARE RELATED TO NATIONAL SECURITY
AND WHICH REQUIRE PROTECTION AGAINST
UNAUTHORIZED DISCLOSURE AS DETERMINED
BY THE PRESIDENT, BY A PERSON DESIGNAT-
ED BY THE PRESIDENT PURSUANT TO SEC.
1-201, OR BY AN AGENCY HEAD.

COMMENT:  THE THREE ADDITIONAL CATEGORIES ADDED TO THE CURRENT DRAFT REFLECT EXPERIENCE OF 3 YEARS UNDER E.0, 12065
WHICH INDICATED THAT THE ELEMENTS ADDED WERE JEOPARDIZED IN THE CONTEXT OF LITIGATION, IT IS NOT INTENDED
;?QXT?gSIaéggﬁLEMéTE$é325NILL BE CLASSIFIED UNDER THESE CATEGORLES BEYOND THAT WHICH WAS SURJECT TO CLASSI-
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2, THE VULNERABILITIES OR CAPA-
BILITIES OF SYSTEMS, INSTALLA-
TIONS, PROJECTS, OR PLANS VITAL
TO THE NATIONAL SECURITY;

3. FOREIGN GOVERNMENT INFORMA-

TION;

4. INTELLIGENCE ACTIVITIES (IN-
CLUDING SPECIAL ACTIVITIES), OR
INTELLIGENCE SOURCES OR METHODS;
5. FOREIGN RELATIONS OR FOREIGN
ACTIVITIES OF THE UNITED STATES;
6. SCIENTIFIC, TECHNOLOGICAL,
OR ECONOMIC MATTERS RELATING TO
THE NATIONAL SECURITY;

7. UNITED STATES GOVERNMENT PRO-
GRAMS FOR SAFEGUARDING NUCLEAR
MATERIALS OR FACILITIES;

8. CRYPTOLOGY;

9. A CONFIDENTIAL SOURCE; OR

10. OTHER CATEGORIES OF INFORMA-
TION WHICH ARE RELATED TO THE
NATIONAL SECURITY AND WHICH RE-
QUIRE PROTECTION AGAINST UNAU-
THORIZED DISCLOSURE AS DETER-
MINED BY THE PRESIDENT OR BY
AGENCY HEADS WHO HAVE ORIGINAL
CLASSIFICATION AUTHORITY. ANY
DETERMINATION MADE UNDER THIS
SUBSECTION SHALL BE REPORTED
PROMPTLY TO THE DIRECTOR OF THE
INFORMATION SECURITY OVERSIGHT
OFFICE.
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1V. DURATION OF CLASSIFICATION

E.Q. 10501, AS AMENDED : E.0. 11652 E.0, 12065 CURRENT DRAFT
FOUR GROUPS: THREE GROUPS: SIX YEARS UNLESS EXTENDED BY HEAD OF IF APPROPRIATE, A LIMIT SHALL
: AGENCY OR TOP SECRET AUTHORITY FOR BE ESTABLISHED AT TIME OF

GROUP 1-NO LIMITATIONS ON DURATION 1. ADVANCED DECLASSIFICATION SCHEDULE- PERIODS UP TO 20 YEARS. FOLLOWING ORIGINAL CLASSIFICATION.
GROUP 2~-NO LIMITATIONS ON DURATION ADS): REVIEW, HEAD OF AGENCY MAY EXTEND BE- CLASSIFICATION SHALL CON-
GROUP 3-NO LIMITATIONS ON DURATION TS-SOONER THAN 10 YEARS YOND 20 YEARS. TINUE AS LONG AS REQUIRED
GROUP 4-12 YEARS $-SOONER THAN 8 YEARS BY NATIONAL SECURITY INTE-

C-SOONER THAN 6 YEARS EXPERIENCE HAS SHOWN THAT THE OVER- REST.

2, GENERAL DECLASSIFICATION SCHEDULE WHELMING MAJORITY (IN EXCESS OF 90%)

GDS): NOT MARKED FOR AUTOMATIC DECLASSIFICA-

TS-10 YEARS TION IN SIX YEARS,

5-8 YEARS

C-6 YEARS

3. E))(TENDED DECLASSIFICATION SCHEDULE:
XDS):

T5-30 YEARS UNLESS EXTENDED
$-30 YEARS UNLESS EXTENDED
C-30 YEARS UNLESS EXTENDED

COMMENT:  THE DRAFT ORDER RECOGNIZES THAT AUTOMATIC DECLASSIFICATION DATES WHICH DO NOT RELATE TO A SPECIFIC OCCURRENCE ARE ARTIFICIAL DETERMINATIONS
ﬁ:ICHngSEOA }'HREAT TO SECURITY OF THE INFORMATION. EXPERIENCE INDICATES THAT AGENCIES AVOID AFFIXING AUTOMATIC DECLASSIFICATION DATES
ENEVE SSIBLE.

Approved For Release 2006/04/19 : CIA-RDP86-00674R000300030001-3



Approved For Release 2006/04/19 : CIA-RDP86-00674R000300030001-3

v, MITATIONS ON CLASSIFICATION

E. 0. 10501, as amended

E, 0, 11652

E. 0. 12065

Current draft

NO SPECIFIC GROUP OF LIMITATIONS.
SOME REFERENCES TO AVOIDING UNNEC-
ESSARY OR INAPPROPRIATE
CLASSIFICATION,

CLASSIFICATION SOLELY ON BASIS OF
NATIONAL SECURTTY CONSIDERATIONS.
NOT TO CONCEAL INEFFICIENCY OR
ERROR, TO PREVENT EMBARRASSMENT,
TQ RESTRAIN COMPETITION OR TO
PREVENT THE RELEASE OF MATERIAL
NOT REQUIRING NATIONAL SECURITY
PROTECTION.

CLASSIFICATION IMPROPER WHEN USED TO
CONCEAL VIOLATIONS OF LAW, INEFFICIENCY|
OR ERROR, PREVENT EMBARRASSMENT, OR
RESTRAIN COMPETITION, OR LIMIT
DISSEMINATION OF INFORMATION.

BASIC SCIENTIFIC RESEARCH NOT CLEARLY
RELATED TO NATIONAL SECURITY MAY NOT
BE CLASSIPIED, CLASSIFICATION MAY
NOT BE RESTORED TO DOCUMENTS DECLASSI-
FIED AND RELEASED TO THE PUBLIC,
UNDER VERY LIMITED CIRCUMSTANCES
DOCUMENTS CAN BE CLASSIFIED AFTER
RECEIPT OF FOTA OR MANDATORY REVIEW
REQUEST,

CIASSIFICATION SOLELY ON
BASIS OF NATIONAL SECURITY
CONSIDERATIONS. NOT TO
CONCEAL VIOLATIONS OF LAW,
INEFFICIENCY OR ERROR,
PREVENT EMBARRASSMENT,
RESTRAIN COMPETITION, OR
DELAY RELEASE OF INFORMATION.
UNDER VERY LIMITED CIRCUM-
STANCES, DECLASSIFIED
INFORMATION WHICH REQUIRES
PROTECTTION MAY BE RECLASSI-
FIED. UNDER LIMITED
CIRCUMSTANCES, DOCUMENTS
CAN BE CLASSIFIED AFTER
RECEIPT OF FOIA OR MANDATORY
REVIEW REQUEST,

COMMENTS: THE CURRENT DRAFT RETAINS THE CRITICAL LIMITATIONS OF THE EXISTING ORDER,

IN ALLQWING THE VERY LIMITED RECLASSIFICATION OF MATERIAL
PREVIOUSLY RELEASED, THE DRAFT RECOGNIZES INSTANCES IN WHICH THIS ACTION IS BOTH NECESSARY AND EFFECTIVE,
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VI. RECOGNITION OF DERIVATIVE CLASSIFICATION

E. 0. 10501, as amended

E. 0. 11652

E. 0. 12065

Current draft

NO RECOGNITION OF DISTINCTION
BETWEEN ORIGINAL AND DERIVATIVE
CLASSIFICATION.

NO SPECIFIC RECOGNITION OF DISTINCTION
BETWEEN ORIGINAL AND ‘DERIVATIVE
CLASSIFICATION. HOLDERS OF CLASSIFIED
INFGRMATION ARE REQUIRED “TO OBSERVE
AND RESPECT" THE CLASSIFICATION
ASSIGNED BY THE ORIGINATOR.

RECOGNIZES DERIVATIVE CLASSIFICATION
AS A COMPLETELY DISTINCT PROCESS FROM
ORIGINAL CLASSIFICATION, BUT DOES NOT
DEFINE DERIVATIVE CLASSIFICATION. ANY
AUTHORIZED HOLDER OF CLASSIFIED
INFORMATION MAY DERIVATIVELY CLASSIFY,
EVEN PERSONS WITHOUT ORIGINAL CLASSI-
FICATION AUTHORITY. MANDATES CREATION
OF CLASSIFICATION GUIDES TO BE USED
BY DERIVATIVE CLASSIFIERS.

RECOGNIZES DERIVATIVE CLASSI-
FICATION AS A COMPLETELY
DISTINCT PROCESS FROM
ORIGINAL CLASSIFICATION, AND
DEFINES THE TERM. ANY
AUTHORIZED HOLDER OF
CLASSIFIED INFORMATION MAY
DERIVATIVELY CLASSIFY, EVEN
PERSONS WITHOUT ORIGINAL
CLASSIFICATION AUTHORITY.
MANDATES CREATION OF
CLASSIFICATION GUIDES, BUT
AGENCY HEAD MAY WAIVE
REQUIREMENT FOR SPECIFIC
CLASSES OF INFORMATION AND
REPORT WAIVER TO IS00,

COMMENTS: IS00 EXPERIENCE IN MONITORING THE PROGRAM SHOWS THAT APPROXIMATELY 95% OF ALL CLASSIFICATION ACTIONS ARE DERWATIVE IN NATURE,
APPROPRIATE APPLICATION OF DERIVATIVE CLASSIFICATION PROMOTES UNIFORM CLASSIFICATION QF LIKE INFORMATION AND FACILFTATES ITS

SAFEGUARDING AND ULTIMATE DECLASSIFICATION,

INFORMATION FOR WHICH CLASSIFICATION GUIDES ARE INEFFECTUAL.
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VII. AUTHORITY TO DECLASSIFY AND

DOWNGRADE

E.0. 10501, AS AMENDED

E.0. 11652

E.0, 12065

CURRENT DRAFT

HEAD OF AGENCY AND DESIGNEES MAY
'DECLASSIFY OR DOWNGRADE INFORMATION
ORIGINATED WITHIN THAT AGENCY. HEAD
OF AGENCY AND DESIGNEES MAY DECLAS-
SIFY OR DOWNGRADE INFORMATION ORIGI-
NATING IN ANOTHER AGENCY BUT IN THEIR
POSSESSION BASED ON REGULATIONS
ISSUED BY ORIGINATING AGENCY.

AUTHORITY TO DECLASSIFY OR DOWNGRADE
RESTS WITH THE ORIGINATING OFFICIAL; A
SUCCESSOR IN FUNCTION; A SUPERVISORY
OFFICIAL OF EITHER; AND ANY OTHER
OFFICIAL WITH TOP SECRET OR SECRET
CLASSIFICATION AUTHORITY WHO HAS BEEN
DESIGNATED BY ONE OF THE PRIOR LISTED
OFFICIALS.

AUTHORITY TO DECLASSIFY OR DOWNGRADE
RESTS WITH THE ORIGINATING OFFICIAL;
A SUCCESSOR IN FUNCTION; A SUPERVISORY
OFFICIAL OF EITHER; OR OTHER OFFICIALS
DESIGNATED BY THE AGENCY HEAD. THE
DIRECTOR OF ISO0 MAY ORDER AN AGENCY
HEAD TO DECLASSIFY INFORMATION DETER-
MINED TO BE CLASSIFIED IN VIOLATION OF
THE ORDER. SUCH AN ORDER MAY BE
APPEALED BY AGENCY HEAD TO NATIONAL
SECURITY COUNCIL,

AUTHORITY TO DECLASSIFY OR
DOWNGRADE RESTS WITH THE
ORIGINATING OFFICIAL; A
SUCCESSOR IN FUNCTION; A
SUPERVISORY OFFICIAL OF EITHER;
OR OTHER OFFICIALS DESIGNATED
BY THE AGENCY HEAD OR THE
SENIOR INFORMATION SECURITY
PROGRAM OFFICIAL.

COMMENT; THE DRAFT ORDER RETAINS THE DECLASSIFICATION PROCEDURES OF E.0, 12065 AS THEY PERTAIN TO AUTHORITY AND FACILITATES THE DECLASSIFICATION
PROCESS BY ALLOWING THE AGENCY SENIOR OFFICIAL TO DESIGNATE DECLASSIFICATION AUTHORITIES.
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VIII. SYSTEMATIC REVIEW

E . 0. 10501, as amended

E. 0. 11652

E, 0, 12065

Current draft

NO PROVISIONS FOR SYSTEMATIC
REVIEW.

ALL INFORMATION CLASSIFIED UNDER
PRIOR ORDERS TO BE REVIEWED FOR
DECLASSIFICATION BY THE ARCHIVIST

OF THE UNITED STATES 30 YEARS FROM
DATE OF ORIGIN. AGENCIES TO PROVIDE
THE ARCHIVIST WITH GUIDELINES AND
SUPPORT AS NEEDED. CLASSIFICATION
OF SPECIFIC CATEGORIES OF INFORMATION
MAY BE EXTENDED BEYOND 30 YEARS BY
‘THE HEAD OF THE ORIGINATING AGENCY,

PERMANENTLY VALUABLE CLASSIFIED
RECORDS SHALL BE SYSTEMATICALLY
REVIEWED FOR DECLASSIFICATION
TWENTY YEARS FROM DATE OF ORIGIN.
AGENCY HEAD MAY EXTEND DECLASSI-
FICATION IN TEN YEAR INCREMENTS
FOLLOWING REVIEW, FOREIGN
GOVERNMENT INFORMATION TO BE
REVIEWED 30 YEARS FROM DATE OF
ORIGIN, ALL AGENCIES SHALL
DEVELOP GUIDELINES FOR USE IN THIS
PROGRAM,

SYSTEMATIC REVIEW TO BE
CARRIED OUT BY THE ARCHIVIST,
CONSISTENT WITH PROCEDURES
PRESCRIBED BY ISOO AND AGENCY
GUIDELINES, ON ALL MATERIAL
ACCESSTONED INTO THE NATIONAL
ARCHIVES AND CLASSIFIED
PRESIDENTIAL PAPERS IN THE
ARCHIVIST'S CONTROL. TIME~
FRAMES TO BE ESTARLISHED

IN ACCORDANCE WITH 1S00
DIRECTIVES AND AGENCY
GUIDELINES, AGENCY HEADS
MAY CONDUCT SYSTEMATIC REVIEW
PROGRAM ON PERMANENTLY VALU-
ABLE RECORDS ORIGINATING IN
THOSE AGENCIES,

COMMENTS: THE CURRENT DRAFT REPRESENTS A COMPROMISE POSITION BETWEEN THE RECOMMENDATION OF THE GENERAL ACCOUNTING OFFICE THAT SYSTEMATIC
REVIEW BE ABOLISHED ENTIRELY AND THE CURRENT SYSTEM WHICH IS BOTH COSTLY AND UNSUCCESSFUL IN MEETING THE REQUIREMENTS QF THE
ORDER. THE MORE REALISTIC PROGRAM ENVISIONED UNDER THE DRAFT ORDER WILL BETTER BALANCE THE NEEDS OF RESEARCHERS WITH AYATLABLE

RESOURCES.
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IX. MANDATORY REVIEW-

E.0. 10501, AS AMEWDED

E.0. 11652

E.0. 12065

CURRENT DRAFT

NO PROVISION REGARDING MANDATORY
REVIEW.

ORIGINATOR SHALL REVIEW INFORMATION FOR
POSSIBLE DECLASSIFICATION UPON A REQUEST
BY AN AGENCY OR MEMBER OF THE GENERAL
PUBLIC IF THE INFORMATION IS AT LEAST
TEN YEARS OLD.

A MEMBER OF THE PUBLIC OR GOVERNMENT
AGENCY MAY, AT ANY TIME, REQUEST

THAT CLASSIFIED INFORMATION BE REVIEWED
FOR DECLASSIFICATION AND RELEASE.
PRESIDENTIAL MATERIALS LESS THAN TEN
YEARS OLD ARE EXEMPT FROM THIS REQUIRE-
MENT, AGENCIES CANNOT REFUSE TO CON~
FIRM OR DENY THE EXISTENCE OF A DOCU-
HENT UNLESS THAT FACT IS CLASSIFIABLE
UNDER THIS ORDER.

IN MAKING DECLASSIFICATION DECISIONS THE|
ORIGINATOR SHOULD BALANCE THE BENEFITS
TO THE PUBLIC FROM RELEASE OF INFORMA-
TION AGAINST NATIONAL SECURITY CONSI-
DERATIONS.

ALL INFORMATION SUBJECT TO MAN-
DATORY REVIEW AT ANY TIME UPON
REQUEST BY US CITIZEN, RESI-
DENT ALIEN, OR STATE OR LOCAL
GOVERNMENT. REQUEST MUST BE
SPECIFIC ENOUGH THAT AGENCIES
CAN LOCATE THE INFORMATION WITH
REASONABLE EFFORT. PRESIDENTIAL
MATERIALS ARE SUBJECT TO MANDA-
TORY REVIEW 12 YEARS AFTER
CREATION. AGENCIES SHALL DEVE-
LOP PROCEDURES FOR MAHDATORY
REVIEW, TO INCLUDE A HETHOD OF
APPEAL. INFORMATION SHALL BE
REVIEWED BY THE ORIGINATOR IF

IN THE CUSTODY OF ANOTHER AGENCY.

COAMENT:

OMISSION OF THE "BALANCING TEST" IS DESIGNED TO PREVENT THE UNINTENDED JUDICIAL REVIEW OF EXECUTIVE BRANCH DISCRETION.
IS INHERENTLY A PART OF THE DECISION TO CLASSIFY AND DECLASSIFY INFORMATION.
IS DESIGNED TO BE CONSISTENT WITH THE PRESIDENTIAL RECORDS ACT OF 1973.
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X, SAFEGUARDING

E. 0. 10501, as amended

"E. 0. 11652

E. 0. 12065

Current draft

SETS FORTH BASIC POLICIES CONCERNING
ACCESS, STORAGE, LOCKS AND SECURITY
CONTAINERS, DISSEMINATION, LOSS,
COMPROMISE, ACCOUNTABILITY, TRANS-
MISSION, DESTRUCTION, ETC.

PROVIDED ESSENTIALLY THE SAME BASIC
POLICIES FOR THE PROTECTION OF
NATIONAL SECURITY INFORMATION. 1IN
ADDITION, REQUIRED THE NATIONAL
SECURITY COUNCIL TO ISSUE DIRECTIVES
CONCERNING PROTECTION BASED ON THESE
POLICIES.

IN ADDITION TO THE BASIC POLICIES
SET FORTH IN PREDECESSOR ORDERS,
INCLUDED DIRECTION FOR REPRODUCTION
CONTROLS AND FOR MONITORSHIP OF
SPECIAL ACCESS PROGRAMS BY THE
DIRECTOR OF THE INFORMATION SECURITY
OVERSIGHT OFFICE (IS00). PROVIDES
THAT THE ISO0 PROMULGATE IMPLEMENTING
SAFEGUARDING DIRECTIVES,

RETAINS THE SAFEGUARDING
POLICIES OF E. 0. 12065
WITH THE EXCEPTION OF
THOSE PORTTONS DEALING
WITH REPRODUCTION CONTROLS.
ADDS PROVISIONS PROHIBITING
DISTRIBUTION OR DISSEMINA-
TION OF INFORMATION TO A
THIRD AGENCY WITHOUT THE
AGREEMENT OF THE ORIGINATING
AGENCY,

COMMENTS: THE THIRD-AGENCY RULE CURRENTLY CONTAINED IN THE IS00 DIRECTIVE HAS BEEN PLACED IN THE DRAFT ORDER, THE IMPLEMENTING DIRECTIVE

WILL REQUIRE AGENCIES TO ESTABLISH APPROPRIATE REPRODUCTION CONTROLS,
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XI. OVERSIGHT

E.0. 10501, AS AMENDED

E.0. 11652

E.0. 12065

CURRENT DRAFT

MADE NO PROVISIONS FOR OVERSIGHT BY AN
INDEPENDENT BODY, EACH AGENCY WAS RE-
SPONSIBLE FOR MONITORING ITS OWN PRO~
GRAM. THE NATIONAL SECURITY COUNCIL
(NSC) WAS RESPONSIBLE FOR CONDUCTING
A CONTINUING REVIEW OF THE IMPLEMEN-
TATION OF THE ORDER TO ENSURE THAT
CLASSIFIED DEFENSE INFORMATION WAS
PROPERLY SAFEGUARDED,

ESTABLISHED A SEVEN MEMBER INTERAGENCY
CLASSIFICATION REVIEW COMMITTEE (ICRC) TO
ASSIST THE NSC IN MONITORING IMPLEMENTA-
TION OF THE ORDER. THE ICRC WAS CHARGED
SPECIFICALLY TO OVERSEE AGENCY ACTIONS,
TO INCLUDE APPROVAL OF AGENCY IMPLEMENT-
ING DIRECTIVES, AND TO RECEIVE AND TAKE
ACTION ON SUGGESTIONS AND COMPLAINTS
REGARDING THE PROGRAM FROM PERSONS WITH-
IN OR OUTSIDE THE GOVERNMENT,

HEADS OF AGENCIES WERE CHARGED TQ DESIG-
NATE A SENIOR OFFICIAL RESPONSIBLE FOR
EFFECTIVE IMPLEMENTATION AND FOR ENSURING
THAT AGENCY PERSONNEL WERE FAMILIAR WITH
THE REQUIREMENTS OF THE ORDER.

ESTABLISHES A SEPARATE AND INDEPENDENT
BODY, THE INFORMATION SECURITY OVER-
SIGHT OFFICE (IS00), TO MONITOR THE
PROGRAM.  PROVIDES AUTHORITY FOR THE
DIRECTOR, IS00, TO OVERSEE AND ENSURE
COMPLIANCE WITH THE ORDER THROUGH ON-
SITE REVIEWS OF AGENCY PROGRAMS, AND
REVIEW AND APPROVE: AGENCY. IMPLE-
MENTING REGULATIONS AND SYSTEMATIC
REVIEW GUIDELINES. REQUIRES THE
DIRECTOR TO REPORT ANNUALLY TO THE
PRESIDENT ON THE STATUS OF IMPLEMENTA-
TION OF THE ORDER. THE DIRECTOR, 1500,
1S GIVEN THE AUTHORITY TO DEVELOP AND
PROMULGATE DIRECTIVES FOR IMPLEMENTING
THE ORDER THAT ARE BINDING ON AGENCIES.
OVERALL POLICY DIRECTION FOR THE PROGRAM
IS PROVIDED BY THE NATIONAL SECURITY
COUNCIL.

THE CURRENT DRAFT ESSENTIALLY
RETAINS ALL AUTHORITY PROVID=
ED TO THE IS00 BY E.0. 12065.
IN ADDITION IT PROVIDES THE
DIRECTOR THE AUTHORITY TO
PRESCRIBE ~WIDE

STAND, ITY _FQORM
PPOINT MEMBERS OF THE

1S00 STAFF.

THE DRAFT CONTINUES TO PRO-
VIDE THAT THE NSC SHALL PRO-
VIDE OVERALL POLICY DIRECTION
FOR THE PROGRAM.

COMMENT:

CURRENT DRAFT CONTINUES TO RECOGNIZE THE NEED FOR AN INDEPENDENT OVERSIGHT ORGANIZATION.
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XII. SANCTIONS

E. 0. 10501, as amended

E. 0. 11652

E. 0. 12065

Current draft

PROVIDED FOR NO SPECIFIC SANCTIONS
EXCEPT THAT AGENCY HEADS WERE
DIRECTED TQ TAKE PROMPT AND
STRINGENT ACTION AGAINST ANY
EMPLOYEE DETERMINED TO HAVE BEEN
KNOWINGLY RESPONSIBLE FOR THE
UNAUTHORIZED RELEASE OR DISCLOSURE
OF CLASSIFIED DEFENSE INFORMATION.

SANCTIONS WERE LIMITED TO CASES OF
REPEATED UNNECESSARY CLASSIFICATION
OR OVERCLASSIFICATION AND TO
UNAUTHORIZED DISCLOSURES OF NATIONAL
SECURITY INFORMATION.

SANCTIONS WERE EXPANDED TO COVER
KNOWING AND WILLFUL (1) CIASSIFICA-
TION IN VIOLATION OF THE ORDER; (2)
UNAUTHORIZED DISCLOSURE; OR (3)
VIOLATION OF ANY OTHER PROVISION
OF THE ORDER OR IMPLEMENTING
DIRECTIVES. A RANGE OF SANCTIONS
FROM REPRIMAND TO REMOVAL WAS ESTA-
BLISHED, THE DIRECTOR OF IS00
MUST BE INFORMED OF ALL VIOLATIONS
AND CORRECTIVE ACTIONS TAKEN.

THE SANCTION PROVISIONS OF
E. 0. 12065 ARE CONTINUED
IN THE CURRENT DRAFT. THE
ONE ADDITION IS PROVISION
FOR "NEGLIGENT" UNAUTHORIZED
DISCLOSURE OR "NEGLIGENT"
VIOLATION OF ANY OTHER
PROVISION OF THE ORDER OR
IMPLEMENTING DIRECTIVES.

THE RANGE OF SANCTIONS
PROVIDED BY E. 0. 12065

IS CONTINUED, AS WELL AS
PROVISIONS FOR THE DIRECTOR,
1S00, TO BE NOTIFIED IN
CASES OF UNAUTHORIZED
DISCLOSURE OR CLASSIFICATION
IN VIOLATION OF THE ORDER.

COMMENTS: CURRENT DRAFT RETAINS AND STRENGTHENS THE SANCTION PROVISIONS OF E. 0, 12065,
ON-THE-SPOT REPORTS OF MINOR ADMINISTRATIVE VIOLATIONS TO THE ISQ0,
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COMPARISON OF EXECUTIVE OROLR 12065 AND THE DRAFY ORDER

EXECUTIVE ORDER 12065

DRAFT ORDER

REASONS FOR CIANGE
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CUMPARISON UF EXECUTIVE ORDER 12065 AND IHE URALT URDER 2

§ EXECUTIVE ORDER 12065

DRAFT ORDER

REASONS FOR CHANGE

SECTION 1. ORicINAL CLASSACATION.
1-1. Clanafication Desiqnation.

-101. Except a1 provided in the Atamic Energy Act of 1954, a3 amend-
«d. this Order provides the only basis for chifying information. Information
H may be cassified in one of the three designations limed below. If there s

ble doubr which designation is appropriace, ar whether the i
{ should be classified at all. the lesy restrictive designadon should be used, or
the infarmation should not be classified. :

1-102. “Top Secret” shall be applied only to informacion, the unauthor-
i1ed discloware of which reasonably could be experted 10 cause exceptionalty
grave damane fo the pationad security.

1-103. "Secrer” shall be applicd only o information, the unsuhorized
disclovure of which reaionably could be expected o causc serious damage to
he nadonal security.

-104. “Confidential™ shail be applied 1o information. the unauthorized
disclovare of which reasonably could be expecied 10 cause identifiable damage
ta the national security.

Appro

EXECUTIVE ORDER
NATIONAL SECURITY (NFORMATION

This Order prascribes @ uniform system for classifying, declassifying, ond
safeguarding nationol security on, 1t Izes that 1t Is ial that
the public be i ies of its G but that the
Interests of the United Stotes and its citizens require thal certain information
concerning The national defense and foreign relations be pratected against
unouthorized disclosure, Nothing In this Order Hmits the protection afforded ony
information by other provisions of law.

PART |

ORIGINAL CLASSIFICATION

Classification tevels.
{a} Notional security i inafter
’ ion™) shall be ifled of one of the Vg three

SECTION 1.1

fevels

(1) "Top Secral® shall be applied fo information, the
wnauthorized disclosure of which reasonobly could be
expected 1o couse exceptionaily grave domage to the
rotional security.

(2) "Secret® sholi be appiied 1o information, the
wnauthorized disclosure of which reasonobly could be
expecied to couse serious domage 1o the national
security.

(3) “Confidential® shall be opplied to information, the
unauthorized disclosure of which reasonably could be
expected to couse damage fo the national security.

(b} Except as otherwise provided by statuts, no other tarms
shall be used to Identify classified information.

(c) If thera is recsonable doubt either about the need to
clossify information or about which classification level is
appropriate, the lon shall be dered ified
shall be safeguorded as required for the higher level of
classification under the provisions of this Order pending a final
determination by on ariginal classification authority.

ed For Release 2006/04/19 : CIA-RDP86-00674R0003(

Preambles The droft preomble Is designed to introduce the purpose
and tone of tha Order. i siresses a more even approach to the
question of pi ion o lon versus op

Section 1.1 of the proposed Order has been rewritten to view
classification in a positive rather thon o negative light.

Saction 1.1{a)3) of the proposed Order eliminates the word
“ident ifiable” to avoid litigation problems that may arise If o
quantum standard s opplied to this word.

Section 1.1(c) of
infarmation that
the current order.

the proposed Order stresses the need to
rotect
may be classified; it reploces the negntiee tone in
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COMIPAIESUN OF EXECUTIVE ORDER 12065 AL TIIE Hiar ) Ul

EXECUTIVE ORDFR 12065

DRAFT ORDER

REASONS FOR CHANGE

1-2. Clauficanon Authonty.

1-201. Top Seret. Authority for original classification of information ag
Top Secret mav be exercised only by the President, bv such oificials as the
President may designate by publication in the Feoeass Recisten, by the
agency heads listed belaw, and by officials 1o whom such auchorivy is delegat. ;
ed in accordance with Section 1-204: :

The Secretary of State !

The Secretary of the Treasury

The Secretary of Defense

The Secretary of the Army

The Secretary of the Navy

The Secretary of che Air Force

The Atamey General

The Secrctasy of Energy .

The Chairman, Nuclear Regulatory Commission

The Director, Arms Control and Disarmament Agency

The Director of Ceneral Inceilizence

The Admini National and Space i

The Adminisuracor of Genenal Services idelegable only ta the Direccor,
Federal Prepacedness Agency and o the Director, [nformation Sccurity Over-
sight Otfice)

1-202, Secrat. Authorly for original clasification of information as Secret
may be excrcised only by such oificials i the President may designate by
publication in the Feoeas. Rxcisten, by the agency heads listed below, by ©
officials who have Top Secvet classiflcation authority, and by officials ta whom
tuch authority is delegated In accordanes with Section 1-204:

The Secrecary of Commerce

The Secretacy of Transpormatian

The Admini Agency for p

The Dlrector, lnternational Gommuaication Agency

1-203, Confidentipl. Authoricy for original classification of informadon 2
Confidendal may be exercised only by such officials 21 the President may
designate by publicatlon in the Frnfxas. Rzoisrzn. by the agency heads listed
below, by officials who have Top Secret or Secrec <lassification autharisy, and
by olficlals ta whom such autherity Iy delegated in accordance with Section I~

04: :

The President and Chairman, Export-Impan: Bank of the United States
The Presidenc and Chief Executive Officer, Overseas Private Tnvestment
Corporation '

Apprq

SEC 1.2

Classification Authority.

(a} Top Secret, The authority fo classify information
orlginally ‘as. Top Secret may be axercised only by:

(1) the President;

(2) agency heads and officials designated by the
President in the Federal Registers ond

(3) officials delegated this authority under Sectlon 1.2(d).

(b} Secret. The authority 1o classify Information originally as
Secral moy ba exercised only by:

(1) agency heods and officials designated by the
President in the Federal Register;

(2) officlals with originol Top Secret classification
authority; and

(J)‘o)mclals delegated such authority pursuant to Section
(d).

(c) Confidential. The authority toe classify information
orlginally as Confidential may be exercised only bys

(1) agency heads ond officials designated by the
President in the Federal Register;

(2) officials with original Top Seccet or Secret
clossification authority; and

) (g){flclnls delagated such outhority pursvani to Sectlon
1.2

Sections 1.2(a) theu 1.2(c) : The listing of classificotion ufficlals in
the present Order will be reploced by a separate listing outside the
body of the Order. This Is more practical from an administrative
standpoint. The methods of delegation have been broken out in the
draft for clarity.
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LOMPARISUN OF LXECUN IVE URDER 12005 AMD inE unAF 1 UkDER

EXECUTIVE ORDER 12065

DRAFT ORDER

REASONS FOR CHANGE

§-204. Linuiations on Delegation of Clanyjicatian duthority,

fa) Autharity for original chssification of infoamation 21 Top Secrer may
be delegated only to principal subordinate officials who have a frequent need
to- exercise such authority as determined by the President or by agency heads
linted in Scetion 1-201. )

(b) Authority for original clansification of information as Secret may be
delegated only 10 subordinate officials wha have a frequent need to exercise
such awhority 20 determined by the President, by agency heads lisced in
Scctians 1-201 arid 1-202, and by officials with Top Secret classification
authority.

{e) Autharity for original of ion a5 C ial may
be delegaced only 1o muboedinate officials who have a frequent need o exer-
cisc such audhority as decermined by the President, by agency heads listed in
Secvions 1-201, 1-202, and §-203. and by officials with Top Secret classifica-
tion authority.

(d) Delegaed original classification authdricy may not be redelegated.

(e} Each delegation of original classification autharuy shall be In wriung

by name or title of position held.
e ny of ariginal classification awthority shall be held 10 an
absolure mis m. Penodic reviews of such deiegations 1hall be made to

ensure that the oifieials so designated have demenstrated a conunuing need 1o
exercise such authoruy.

1-203. Exceputonal Cases. When an employee or contracior of an agency
that daes not have original classification aushority originates information be-

manner prescribed by this Order and implementing directives. The informa-
tion shall be transmitted prompely under appropriate safcguards 10 the agency
which has appropriste subject maiter interest and classification suthority. That
agency shall decide within 30 davs whether to classify that information. If it is
not clear which agency should g2t the information. it 1aall be seat to the
Ditector of the lnformation Secunty Oversight Office esiablished in Section 3~
2 for a determination.

fieved 1o require chassificauon. the informadon shall be procected in the '

ApprovVed For Releas§:.

(d) Dalegation of Original Classification Authority.

(1) Delegations of original classification euthority shall
be limited to the minimum required to udmlnls'eryﬂ\i:
Order. Agency heads are responsible for ensuring that
designated subordinate officlols have a demonsirable and
continuing need 1o exercise this authority,

(2) Orlginal Top Secret classification authority may be
deleg_nled anly by the President; an agency head or
official designated pursuant to Section 1.2(aX2); and the
senior official designated under Section 5.3(aX|),
provided that officlal has been delegated orlginal Top
Secret classification authority by the agency head.

(3)I Origlnol Secret classification authority may be
delegated only by the President; on agency head
officlal designated pursuont to Sectlons I.YZ(uI(Z):ld

1.2(bX1); on official with original Top Secret
classification outhority} and the senior official designated
under Section 5.3(aX 1), provided that official has been
delegated original Secret classification authority by the
agency head,

{4) Original Confidential classificotion authority may be
delegated only by the President; an agency head or
official designoted pursuant 1o Sections 1.2(aX2), 1.2(bX1}
and 1.2(cX1), an official with original Top Secrel
classification authority; and the senlor oificial designated
under Section 5-301{a), provided that official hos been
delegated original Secret or Confidentlal classification
authorily by the agency head.

{5) Eoch of original authority
shall be in writing and shall not be delegated except as
provided in this Order, {1 shall identify the official
delegated the authority by name or position title.
Delegated classification authority includes the authority
1o classify information al the level granted and lower
levels of classification.

{e) Exceptional Cases. When an employes, contracior,
licensee, or grontee of an agency that does not have original

classification autharity originates information believed by thot
person to require ¢lassification, the information shall be
Pmilecled l.n a mannar cmsrl':;é:‘\t‘w"h this Order and its

promptly as provided under this Order or its Implementing
directives 1o the o that has appropriate subject matter
interest and classification authority with respect to this
information. That agency shail decide within thirty (30) doys
whether ta classify his information. If it Is not clear which
agency has classification responsibility for this information, 1t
shall be sent to the Director of the Information Security
Oversight Office. The Director shall determine the agency -

RRETAMS: R AR BT 2AR00030

r
agency for a classification determination.

Sections 1.2(d) of the proposed Order odds the senior
f officlal
designated under Section 5.3aX 1) of the draft to those ubcl:vu
mre' cl;:nlflmﬂnn outhority. This will reduce the
nistrative burden on a heads,
e I e d gency heads. Other changes are ediforial

Section "2£:):°£ the proposed Order exfends the responsibility for
p Inf g at i This chan
eliminates the uncertointy of wheti ‘ cenc: -
et the pime amcertoln her or not i ees are coverad

0030001-3
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COMIARESON (F EXECUT IVE ORDER oo AND THE LRAFT ORLEK

EXECUTIVE ORDER 20065

DRAFT ORDER

REASONS FOR CHANGE

1-3. Classyficatin Requirements

1-WH. tnformation wmay no¢ be comsidersd for classificaton unless i
concerns:

(a) military plans, »eapons, or operatinns:

{b) foreign gnvernmene informatian;

{c) intelligence activities, sources or methods;

() foreign relations or foreign activities of the United States;

(e} scientific, technological. or economuc mariers relating to the national
security;

() United States Government programa for safeguarding nuclear matenaty
or facilities: o

(§) other categoriey of information which are refaced to national security
and which rezuire protection against unauthorized disclosure as determined
by the President. by a person designated by the President pursuant (o Section
1-201, or by an agency haad.

1-302. Even ihough infarmation is determined 1o cancern ane of mare of

the criteria in Section 1-301, &k may not be chssified wnless a0 original

authority also i that ins i disclosure reason-

ably could be expeaied (o cause x least idenifiable damage to the narional
security,

1-30. Unauthvorized disclasure of foreis i i

S ign government information or th
idensity of a confidential forcign source i presun tomi.
able damage 10 the national ‘ém,. provmet 12 e at et demil

1-304. Each determination under the criverion of Section 1-3014g) shall
be reparted prompuy to the Discctot of the Information Security Oversight
Office.

SEC 1.3

Clossification Categories.

(a) Infq fon shall bo for fi Wi
concernss

(t) military plans, weapons, or operations;

(2) the vinerabilities or capabilities of systems,
Installations, projects, or plans relating to the national
securityy

(3) foreign government infarmation;

| 3

@) intelli fuities (including spacial ities), or

Intelligence sources or methads;

(S) foreign relations or forelgn activities of the United

Statesy
[( fentif hnologlcal, ic matters
relating to the national security; 5
(7) Unlled States G t programs for safeguarding ‘

nucleor materiols or facilities;
{8) cryptology;
{9) a confidential source; or

{10) other categories of information that are related to
the natlonal security and that require protection ogalnst

ized discl as ined by the President or
by agency heads or other officials who have been
defegated original classification authority by the
President. Any determination mode under this subsection
shall be reported promptly 1o the Director of the
Information Security Oversight Office.

{b} Information that Is determined to concern one or more af
the categories In Section 1.3{a) shall be classified when on
origlnal classification authority also determines that its
unauthorized disciosure, either by itself or in the eontext of
other inf i | d to cause
damage to the natlonal security.

() L ized discl of foreign g

information, the identity of o confidential foreign source, or
intelligenca sources or methods Is presumed 1o cause damage
1o the natlonal security.

(d) Information classified in accordance with Sectlon |.3 shall
not be declassified automatically as a result of any unofficial
lication or inadvertent or unoutharized disclosure In the

Section {.3(a) of the proposed Order lists the oddltional categories

2),(8)49)), that have been added based on litlgation experience
under the Freedom of Information Act. The phrase "including

special actlvities” in 1,3(ak4) has been added to ensure that special
under this order. All other

changes are editoriol.

receive p

Section 1,3(b) of the proposed Order-has added longuaga to make
clear that classification is proper in certain situations when

information becames sensitive In the context of other information.

(The mosaic approach)

Section 1.3(c) of the proposed Order adds Intelligence sources and

methods to emphasize their sensitivity.

+ Sectien 1.3(d) of the proposed Order is odded to prevent the use of

 Inadvertant or unauthorized ralease of information s an argument

vtz & LA REEBE b8 7IREd 030003080 " ot
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CMEARISON OF EXECUN IVE GIULIE 1eubvd AdU THE URAIL L UKDEK

EXECUTIVE ORDER 12065

DRAFT ORDER

REASONS FOR CHANGE

1-4. Duracion of Clasrification

1401 Except a3 permitted In Section 1102, 21 the time of the original
claniflcation each original classification authority shall set 3 date or event for
aucomatic declassification a0 more than six years later,

1402, Only oficisls wih Top Sccree classification suthority and agewny
heads listed in Section 1-2 may dassify information for more than six yearns
from the date of the ariginal classification. This auchority shall be used spar-
ingly. In such cases. a declassification dase or event, o a date for review. shall
be set. This date or event shall be a1 carly a3 nauondl security permits and
shall be na more than twenty years after original classificacion. exceps shat for
foreign government information the date or event may be up 1 thisty vears
after original dassification.

1-3. Lientification and Martings.

1-301. At the time of orizinal classification. che fullowing shall be shown
20 the dace of paper copies of Al classified dacuments:

(@) the idenuty of the onginal classitication authorisy:

tb) the office of origin: .

(c) the date or event for declassification or review: and

1) one of the three classificaion designations defined 10 Section 1-1

Apq

————

Duration of Clgssitication.

(a) Information shall be classified as long as requirad by
natlonal security considerations. When it con be determined, a
specific date or event for declassification shall be set by the
original classification authority at the time the inf is

i dangerous, and do not appracicbly result In greater release of

, Section l.4la) of the propased Order has been changed 1o reflect the
that fc decl dates are artificlal,

originally classified.

®) doclassi 4 under
predecessor orders shall remain valld unless the classification
Is exiended by an outhorized official of the originating
agency. These extensions may be by indlvidual documents or

cotegories of information. The ogency shall ba responsible for
notifying holders of the information of such sxtensions.

(c) Information classified under predecessor orders ond marked
for declassification review shall remain classified until

iewed for declasslf r the islons of this
Order.

Identification ond Markings.

(a) At the time of original classification, the following
Information shall be shown on the face of all clussified
documents, or clearly associated with other forms of classified
informotion in a monaer oppropriate to the medium Iinvolved,
unless this information itself would reveal a confidential
source or relationship not atherwise evident in the document or
information:

(1) the identity of the original classification euthority if
other than the person whose nome appears as the
approving or signing official;

{2) the agency ond affice of orlgin;

{3) the date or event for declassification, or the notation
*Originating Agency's D Required”; and

(8) one of the three classification levels defined in
Section 1.1,

roved For Release 2006/04/19 : CIA-RDP86-00674R000300030001-3

Sections 1.4(b) ond 1.4{c) of the proposed Order are needed to make
classification decisions under prior orders walld under the draft
order.

Section 1.5(aX 1) ond (2) of the proposed Order contain editorial
changes.

Sectlon 1.5(aX3) of the propased Order prescribes a standord
ck lon marking for inf on whose declassification Is
not tled 10 a date or event.
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COMPARISON OF EXECUTIVE ORDER 12063 AND IHE DRAF T URDER 7

EXECUTIVE ORDER 12065

DRAFT ORDER

REASONS FOR CHANGE

1-302. Documenes classificd for more than six years shall 5o by marked
with the identity of the official who authorized the prolonged chasification.
Such documents shall be annoiated with the reason the classificanon s expect-
€0 (0 femain necessarv, under the requirements of Section 1-3, despite the
saswage of ime. The reason foi the prolonged classiiicansn mav be staved by
retcrence to criteria set lorth in agency implemenung regulanons. These
criteria shall explain in narcative form the reason the information needs 10 be
peotected bevond six vears. If she individual who signs or niherwise authenti-
cates 3 dacunent also is authonzed to dassify i, no frther annotation of
identity is required.

1-503. In order to facilicate excespiing and other uses, exch classified
document shall. by marking or other means, indicate <learly which portions
are classified, with the applicable clasiification designation, and which portians
ace not classifled. The Director of the Information Security Oversight Office
may, for good ca nt and revoke waivers of this requirement for speci-
fied ctasses of documents or information.

1-303. Only the designaions prescrbed by this Ordes mav be used to
ientify classified information. Markings such 23 “For Offical Use Onlv” and
“Limued Official Use™ mav not be used for that purpose. Terms auch as
“Conference” or “Agency” may ot be uscd in conjunclion wich the classifica
tion designations prercribed by this Order; e.g.. "Agency Confidential”™ or
“Conference Confidentlal.”

1-305. Foreign government information shall cither rewain its original
classification designation or be antigned a United States classificadon designa-
dion that shall ensure a degree of procection equivalent o that required by the
entity that furnished the information. :

1308, Clasified documents that coatain or reveal Information thac is
ubject 10 special dissemination 104 raproduction limitations authonzed by

this Order shall be marked clearly 30 33 to place the user on netics of the
reawiccions, .

Apprs

(b) Each classified document transmitted oulside the
origlaating agency shali, by marking or other meons, lndlcate
which portions are cl ifled, with the
ievel, and which portions are not classified. Agency heads
may, for good cause, grant and revoke waivers ol this

tor classes of
Information, The Director of the Information Securily
Oversight Office shall be notified of any wolvers.

{c) Morking d 1he pi of this
Order, including ubbrcvioiion:, shall confwm o the stondards

rescribed in implementing directives issued by the
fnlofmatlon Securlty Oversight Office.

{d) Foreign government information sholl either retain its
original classification or be ossigned a Unfted States
classification that shall ensure a degrea of protection at least
aquivalent to that required by the eatity that furnished the
information.

(&) lnfwmutim assigned a level of classlﬂcuﬂon undcr
ordars shall be that
level of ification despile the omi: - of ather requlmd

markings. Omitted mackings moy be inserted on a document
by the officials specified in Section 3.1(b).

bved For Release 2006/04/19 : CIA-RDP86-00674R0003

Sectlm I.S(h) of the proposed Order secks to reduce the
' rden on agencies by allowing agency heads, for
good cause, fo waive portion marking requirements.

achieve consistency of markings.

Sectlm 1.5(s) of the propused Order is added to ensure protection
for I orders but not fully
marked with afl markings requhed under proposed Order.

Section 1-506 of the present Executive Order has been dropped as
unnecessary,

00030001-3
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UXECUTIVE S0P 12065 DRAFT ORDER - REASONS FOR CHANGE |

— e —
i

A-6. Prohibscionr, SEC 1.6 Limitations on Classification. ;i
1-601. Classification mav nat be wsed (o conceal vinlitians of taw, ineffi- (a) In na cose shall informaltion be classified in order to Section 1.6() of the proposed Order contains editorial changes. IS

dency, or ive error, (o prevent emb: 10 a person, organi- conceal violations of law, inefficiency, or administrative error; !

Fation or agency, or to festrain comperition. to prevent embarrassment 10 a person, organization, or ogency;
1o restrain competition; of to prevent or delay the release of
information that does not require proteclion in the interast of
national security.

X
1-602. Pasic sicntific rescarch informarion not dearly refated 10 the v

aational security may not be dassified. - .
1503, A prorduct of nan.governinent research and development that dacs ::s;:f: 'Lesoir'h""ll 604 d‘:‘ r'h" present Order have been dropped
non incorporate or reveal dansified infarmation ta which the producer or ¥ ore self-evident. :

developer was given prior access may not be classified under this Order uniil
and unless the government acquires 3 proprietary interest in the product. This . J
Orrder docs not affeck the provisions of the Patent Secrecy Act of 1952 {35 K
US.C. 181-188). H

1-G04. References 10 classified documents that do nor disclose dassified 3
information may net he clasificd or used 13 a basis for clawification.

105 Classifiention may oot ke nsed o e disseminaiion of iniorma-
tin hat 8 ot classifiable under the provisions of this Order ar 1o prevent or |
delay the public celeate of such intormauon.

L-iifi, Sin dorument origmated an or afiec the ctfecuve date ot ts (b) The President or an ogency head or official designated
Orler mav be clossified afier zesived a r - under Sections 1.2(aX2), 1.2(bX 1) or 1.2cX1) may ’ra—clusslfy Section 1.6(b) of 1he proposed Order provides limilfed authority for
. i oms ' ation p ond ifiris re-classification of information requiring national security
diis Order and is authorized by the agency head nr‘d‘:p:u_v“:‘:c’;‘:ymh:;gj determined ln writing that (1) the Information requires p because of ch i
Documennts originated before the cifecrive date of this Order and subjers 40 protection in the interest of national security; and (2) the
wich 3 requen mav aot be clavified wnless such clavsification i consisient Informatlon may reasonably be recovered.
v;‘-m this om.i_r and is aathorized by the senior afficial designated 10 aversee (@ Inf 0 be classified lassified of -
the agency information secunty pragmin or bv an official wuh Top Secret c) Information may be classitied or re-classified ofter on Section |, G
" 0 audioney. Clasiification oy undes s presisuon Foa e agency has received & request for it under the Freedom of Sectlon :-2(&) :; ::: Z?f:::%g;: a{i‘“o”j m? e rrcliied in I
se-l presonally, on 3 dacument-hy-decsensn b s, Information Act (5 U.5.C. 552) or the Privacy Act of 1974 (5 material after recelpt of FOIA or:n ‘::da: e cisification of
U.5.C, $520), or the mandatory review provislons of this Order change will reduce the adminisirati . bu; 3’:’ o oty s, T
(Section 3.4) if such classification meets the requirements of ve burden on agency heads.
this Order and is i and on a do
by-document basis by the ogency head, the deputy agency
. head, the senior agency officlal designated under Sectlon
5.3(aX1), or on official with original Top Secrei classification
authority.

1-607. Classification may not be restored to documents
already declassi fied and released to the public uader this Order i

or pnor Orders. S
eciion 1-507 of the present Order has been dropped. This change Is i

ApprTved For Release 2006/04/19 : CIA-RDP86-00674R0003005506 (247 ™ s covered in Section 1501 of the arorr. i
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CUMEARISUN OF EXECUTIVE ORDLIK 12009 AND THE UKAF I uiibLix

EXECUTIVE ORDER 12065

DRAFT ORDER

REASCNS FOR CHANGE

SECTION 2. Denvamive Cuassiricanon,
2L, Lie of Denvative Claizyi

2-101. Original classification authority shall noc be delegated 10 persons
who only reproduce, extrace, or summarite classificd information, or who only

apply classification wmarkings derived from source material o as directed by a
classification guide. :

=102, persons who apply such derivative classificadon markings shall:

(a) respect original chassification declsions:

(b) verily the information’s current level of classification o far 3s practica-
ble before applying the markings: and

(€) carry forward 1o any newly created documents the axsigned dates or
events for declassification or review and any additional authorized markings.
in accordance with Sections 2-2 and 2-301 below. A single marking may be
used for documents based on multiple sources.

Appro

SEC

PART 2
DERIVATIVE CLASSIFICATION

Use of Derivative Classiflcation.

(@) Derivative classifi is (1) the det ion that
inf fon Is in sub the some as inf i h
classified, and (2) the application of the same classificotion
markings. Persons who only reproduce, extract, or sunmarize
classified informatian, or who only apply classification
markings derlved from source material or os directed by a
classification guide, need not possess original classification
outhority. .

Y

(&) Persons who opply derivative classification markings shalli

(1) observe ond respect original classificalion decislons;
ond

(2) corry forward to ony newly created documents any
assigned outhorized morkings. The declassification date
or event that provides the longest period of
classiication shall be used for documents classified on
the basls of multiple sources.

ed For Release 2006/04/19 : CIA-RDP86-00674R00030

Section 2.1 of the proposed Order contains editorial changes.
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UOMIARISUR O EXELUTIVE ORDER 120D AN THE DRAF T ORULK 10 ¢

EXECUTIVE ORDER 12065 DRAFT ORDER

REASONS FOR CHANGE

2-2. Clamfication Guides, SEC 2.2 Classification Guides.

2-201. Classiicarion guides used o dicect derivadve classificaion shatl
specifically identify dhe information 10 be claasified. Each classilication guide

(a) Agencles with original classification cuthority shall
prepare classification guides to facllitate the proper and

' the purpase of classification guides and who is responsible for their

. Section 2.2(a) of the proposed Order contains changes which clarify !

shatl specifically indicae how the designadons. time Hlimits, markings. and

unitorm derivative classification of information,

preparation,

other requirements of this Order are ta be apgiled 10 the informatian. :
(b) Each guide shall be opproved personally and in wriling by ,
an official whos | Section 2,2(b} of the propased Order has been changed to include the

program manager and senior agency offlcial as approving authorlties .
!

2-202, Each such guide shall be approved personally and in writing by an for clossification guides.

agency head tisted in Section §-2 or by an official with Top Secreq classifica-
lion authority. Such approval constituees da original classification decision.

(1) has program or supervisory responsibility over the
informatlon or s the senior agency afficial designated
vnder Sectian 5.3(aX|); and

(2} is authorized to classify originally of the
highest level of clussification prescribed in the guide. i

(c) Agency heods may, for good cause, grant and revoke
. walvers of the requil n to prepdl' ! guides for Section 2.2(c) of the proposed Order has bean added to glve agencies .
o 4 classes of or Inf I The Oirector of . more flexibility in determining their needs for classification guides,

the Information Security Oversight Office shall be notified of

any waivers.

2.5, Now Matmal (]

H
4

2-301. New material that derives its classification from information chagsi-  sectl i
fied on or after the cilective date of this Order shall be marked with the | Section 2-3 of the present Order has b q
declassification date or event, or the date for revicw, assigned to the saurce ’ Involves mininlslr:llve requirements n;“h:;hdevlv:l'la:e J:J::;szl?n'or I
informaiion. ) i properly In the irecti © 1
2-302. Newe material thag derives it lassification fvom information classi v properly implementing directive. i

fied under prior Orders shall be treaeed ax fallows:

(a) I the source material bears a declassification date or event twenty
years or less from the date of ocigin. that date or event shall be carried
forward on the new material.

(b} I the source material beary na declassification date or evenc or is
marked for declassification bevond twedty vears. the new material shall be
marked with 3 dace for review for declassiiicaton at venty years from the date
of onginal classification of the source material.

) I the source material is foraign govermment information beadag ro
date or event for declaisification or is marked for declassification beeond
thirty sears, the new maceral i3l b arked foe resiew for dechassificaton at
thirty vears from the dite of orgual classiicauon of the source matetas.

Appraved For Release 2006/04/19 : CIA-RDP86-00674R000300030001-3 i
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CUMPARISON OF EXECUTIVE ORDER 12065 AMD TNE DIAF I ORDER 11

EXECUTIVE ORDER 12065

DRAFT ORDER

REASOMS FOR CHANGE

SECTION 3. DECLASSIFICATION AND DOWNGRADING. i
31, Declansficasion Authony, :

3-101. The authiority to dectassify or downgrade information dlassified
unider this or prior Orders shall be exercised onby 35 specified in Section 3-).

3-102. Classified i ion mav be or downgraded by the ;
officual who authorized the original chassification if shat oificial 1 wil serving |
in “he same position, b 2 successor. of by a wupervisars official af either.

1103, sgencs heads named in Seaion -2 shail fesignate additional
| otions 1 the lowest practicable echclons 1o cxercuse dectasnficaton and
Aavengrading authority.

1 3101 If the Director of the Information Sexssity Grersight Office deter. §
mines that information is classified in «iotatian of rhus 1drder. the Director mav |

repre the information to be declassified by the 3gsn d

lasulication. Aay such decision by the Direcior mav be sppealed fo the

National Security Council. The information shall remain classified until the

3ppeal is decided or uniil one vear from the cate of the Director's desision,

whichever nccurs firat, :

.

3-105. The provisions of this Order retaung ta declassificadon shall also
apply 10 agencles which, under the 1erms of this Order. do not have original
clasiification authosity but which had such authority under prior Orders.

Appr¢

PART 3
DECLASSIFICATION AND DOWNGRADING

Declassification Avthorlty,

{a) Inf ion shall ba or downgr as soon as
national securlty considerations permit. Agencies shall
coordinate their review of classified information with other
agencles that have a diract interest in the subject matter,
Information that continues to meet the clossification
requirements prescribed by Section 1.3 despite the passage of
1ime will continue 1o be protected in accordonce with this
‘der.

®) | shall ba or downg by the
official who authorized the original classification, If that
officlal Is still serving in the same position; the originator's
successor; a ‘supervisory officlal of sither; or officials
delegated such authorily In writing by the ogency head or the
senior agency officlal designated pursuant to Section 5.3(aX1).

SEC 31

{c) If the Director of the Information Security Oveulsht
Office that inf is ified in violatl

this Order, the Director may require the information to be
declassifled by the agency that originated the classification,
Any such decision by the Director may be appealed 1o the
Natlonal Security Council. The Information shall remain
classified uniil the appeal is decided.

(d) The provistons of this Sectian shall opply to agencies that,
under the Jerms of ihis Order, do nat have original
classification authorily, but that had such euthority under .
predecessor orders.

bved For Release 2006/04/19 : CIA-RDP86-00674R0001
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| the list of officials authorized to
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: Section 3.1(d) of the proposed Order contains editorlal changes.
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::E
SEC 32 Tronsferred Information. “’!
| 8- Teassfred informanan. ' : i (cg\jm’:fmmvﬁrg'nc::ﬂ?;d -:?'f‘;::m '«x“r::'::rl:ly for | sectién 3.2ta) of the proposed Order contains editorlal changes.

3-201. For clansified information transferved in conjunction with a trans- storage purposes, the recelving agency shalt be deemed to be i
{ fer of functlans—not merely for starage purposes—the recaiving agency sh the originating agency for purposes of this Order. 4
e deemed o be che originaung sgency {or all purposes undar this Order. ) :

(b) In the case of classified Informatlon that is not officlally '

oposed Order contalns editoriat changes.
fransferred os described in Section 3.2(a), but that originated | Section 3.2(b} of the proposed PR, . H
in an agency that has ceased to exist and for which thera is no 4
1-202. For classifled i ion ot in with Sec. successor agency, each agency in possession of such §
tion 9-201, but originaced in an agency which has ceased (o exiat, cach agency Information shall be deemed to be the originating agency far i
in postession shall be deqmed 1o be.the originating agency for all purposes purposes of this Order. Such Information may be declassified &
under this Qrder, Such may bs ifled or by the

o P or dawngraded by the agency In possession after consvltation ”ﬂ
 agency in possession after consulting with any other agency haviag an interew with mnygannr byem:)' That has dn interest in the subject i
in tha subject matcer. malter of the information. H

3-203. Clansifled information transferred to |

Ceneral Servicas "d'“i"'i " (o) Classified information lransferred to the General Services e

lurailon for accension Ino the Archives of the United $iaces shall be declassi- Adminisiration for accesslon info the National Archives of the '} Section 3.2(c) of the proposed Order contains no changes. L
ficd or downgraded by the Archivis of the Unived Staes m accordance with ‘A":‘l;ﬁeﬁ:z‘ﬁmz‘wﬁﬂsﬁaﬁcﬁﬁ;ﬂfm e e, . i

cd by ¢ 3 h s :
:::-:::::;. ’::;!fi::lhn of the Information Securiy Oversight Office, and: the directives of the Informatlon Secriny crere i Srcs! y

I
I
ond agency guidelines. X |

3-204. After the (ermination of 3 Presidential administration, the Archivist * . .
of the Unived States shall reviow and declassify or downgrade all information ; [ Section 3-206 of the present Order Is dropped becouse the subject i

clasulied by he Fresidem, the White House Stall. committces or commissions ' oddressed In the Presidential Records Act of 1978 and Section 3.4(b)
appoinicd by the President. or others acting an the President’s behal€. Such |  of The pr Order.
fassification 1hall only be in dance with the pravisions of | oposed

Seciion 3-304.

8-3. Declansification Policy.

3-301. Declassification of classified information shall be given empbasis : T .
comparable 1o that accarded classification. laformation clastiied pursoms t : Section 3-301 of the present Order is *PP“‘;’ ';f,"““",,:::,;",:,gc‘f o
this 20d prioc Orders shalt be declassificd 23 aarly a3 national security consid. : is considered unnecessary. Also, a portion of this sec:

cratons permit. Decisions concerning deglaification shalt be based on the | { InSection 3.1(a) of the proposed Order.
1ass of the information’s sensitivity with the passage of time or an the occur. | T
rence of a dechssification event,

3-302. When information is reviewed for declassification pursuant to this
Order or the Freedom of Information Act. it shall be dectassified ualess the « :
declassification authorisy cstablished pursuant 10 Section 3-1 derermines that | Section 3-302 of the present Order s dropped becouse 1he longuage
the information coniiniues 10 mect the classilication requirements prescnbed in | . - Is considered unnecessary. Also, a portion of this section s included

Section 1-3 despite the passags of time. : , In Section 3.1(a) of the propased Order.
3-303. I s presumed that informacion which continues to meet the |

dlasification requirements in Section 1-3 caquires comtinued protection. fn

&

some cases, however, the need to protect wch information may be outweighed i Section 3-303 of the present Order has been dropped because it has

by the public interest in disclosurc of the infarmation, and in these cae the * been i I as through which an o
iaformation should be declassified. When such questions arise, they shail be . i Individual muld' revail upon the courts to gain access to properly ki
referred (o the agency head, a senior agency ollicial with responsibility for ¢ fassified Inf p,, ,;fhe, than o 'o.b,ng:, 1o be applied at the i
processing Freedom of faformation Act requests ar Mandatory Review re. - [ibieiet i om'fa p:‘ head '| tended h:popdq N i
guests under this Order, an ofical wich Top Secrer classificaion authorky, or ¢ sole discretion of the ag 08 Infended by the Order.

the Archivist of the United Simes in the case of material covered in Section 3-

o B i o ks e A pprbved For Release 2006/04/19 ; CIA-RDP86-00674R0001 00030001-3
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EXECUTIVE ORDER 12065

DRAFT ORDER

REASONS FOR CHANGE

cation.

= Syatemaric Review Jor Dielasi

! 31401, Clasvfied informasion consiuing permanemls valuable cecords
tof the Government. a3 defined bv 44 L.5.C. 2103, and iniormacon in the |
pussession and canteol of the Administrator of General Services, pursuant 1o |
41 USC. 2107 or 2007 mote, shall be reviewed for dechssification a1 i
becomes twenty vears old. Agency heads listed in Scction 1-2 and officials
designated by the President pursuant 1o Section 1-201 of chis Order may
extend classitication beyond tweney years, but only in accordance with Scciions
3-3 and 3-402. This autherity may nor be delegated. When classification is

extended bevand wwenty years, a date no more than (en years [ater shall be set -

for declassification or for the next review. That due shall be marked on the

than ten year intervals. The Director af the information Securiey Overmght
Office may exiend the pericd bewween subsequent reviews for specific catego-
=ries of docurents of tnformation,

3402, Within 180 days alter the effecave dawe of this Order, the agency
heads listed in Section 1-2 and he heads of agencies which had original
classification authority wnder prior orders shall, after consuitation with the
- Archixist of the United States and review by the Infarmation Security Over.
sight Office. issue and maincain guidelines lor syscemauc review covering

old classified & wnder their j These guide-
line shall nate specific d categorics of information which, because of
their nationsl security tensiivity. should not be declassified sucomatically but
should be reviewed item by-item 0 determine whether continued -protection
beyond twenty years is needed. These guidelines shall be authorized for use
by the Archivist of the United Staces and may, upan sppraval of the issuing
autharity, be used by any agency having custody of the information. AN
information not idenified in these guidelines as requiring review and for
which a prior automatic iflca has not been shall be
declassified automatically at the end of twency years from the date of original
classification.

3403, Noihwithsanding Sections 3401 and 3102, the Secretary of

Defense may catablish special procedures for systematic review and declassifl-
cation of classified cryprologic information, and the Directar of Central Incelli-
gence may establish special pracedures for sysematic review and declassifica-
tion of classifled i ing (he idenities of ine human *
gents. These procedures shall be consiscent. so far 21 practicable. with the
bjecuves of Sections 3408 and 3402, Prior  implementatian, they shall be
iewed 10d 3pproved by the Director of the Information Security Orersight
Offic and, with tespect to_mavers peraaining (o intelligence sources and
methods, by the Dirccior of Ceniral Intelligence. Disapproval of procedures by
the Director of the Information Securics Crerlight Office may be appealed 10
the Nationai Security Council. In such cases, the procedures shail noc be
implemented unul the appeal is decided.

3404, Foreign governmen information shall be exempt from automatic
declassification and twenty year wscemaric caview. Unless declassified eaclier.
such information shall be ceviewed for dechassification thirty years from its *
dace of odgin, Such review shall be in aceordance with the provisions of
Section 3-3 and with guidelines developed by agency heads in cansubtation
with the Archivist of the United States snd, where appropriate,
foreizn govemment or intemational arganiz
hall he suthorized for v the Archivist ¥
upon approval of the 1ssung audhoricy. be usea by anv igancy having cusiady
of the information. e

3-408. Transition to sv3temauc review 3t cvante vears shall be implement-
ed 3¢ rapidly a3 pracucable and shall be completed o more thaa ten years

feom ke eifective date of this Drder.

App

Systematic Review for Declassificotion

{a) The Archivist of the United States shall, In accordance
with procedures prescribed in the Information Security
Oversight Offica's direciives implementing this Order,

cally review for de ificati lassified records
accessioned into the National Archives of the United States,
ond (2} clossified presidential papers or records in the
Archivist's possession ond cantrol. Such Informatlon shall ba

d by the Archivist for declassification In accordonce
with systematic review guidelines that shall be pravided by
agency heads who originated the information, or In the case of
forelgn government lnformation, by the Director of the
Information Security Oversight Office in consultation with
interested agency heads.

(b} Agency heads may conduct internal systematic review
p for classified infe originated by their
agencies confained in records determined by the Archivist to
be permanently valuoble but that have nol been accessioned
Into the Natlonal Archivas of the United States.

{c) After consultation with affected ogencies, the Secretary of
Defense may blish fi
review for d

ial pt for
of classified cr b

information, and the Director of Central Intelligence may
blish 5 ; lc revi

eclal p or sy review for
declassification of classified information pertaining to
Intelli activities (i special ), or

lntelligence sources or methods.

Section 3.3 The systematic review program of the present Order Is
nof cost efficient. The proposed Order reflects economic realities,
The only classified records that ore required to be systematically
reviewed under the proposed Order are those accessioned into the
Natlonal Archives of the United States and classified Presidential
popers or records In the Archivist's posssssion and control. Agency
heads may conduct Internal systematic review programs for
classified Information originated by thesn,
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EXECUTIVE ORDER 12065
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REASONS FOR CHANGE

3-3. Mandatory Revees for Dectassification.

3-301. Agencies shall establish 3 mandatory review proczdure to handle
requesta by a member of the public. by a govemment emplosee. or by an
agency. to declassify and release information, This pracedure shall apply ©
informatian classified urder this Order or prior Orders. Except a1 provided in
Section 3-303, upon fuch A request the informatian shail be reviewed for
possible declssification, provided the request reasonably describes the infor-
mation. Requescs for declassificadon under this provision shall be acted upon
within 60 days. After review, the ion of any y
portian thereof that no longer requires protection under this Order shall be
declassified and released unless withholding Is otherwise warmanted under
applicable law.

3-303. Information less than ten years old which way originated by the
President, by the White Hause Swall, or by commiuesa or commissions ap.
poinied by he President. or by others aciing on behalf of the President,
wneluding such information in the passession and contsal of the Administrator

of General Services pursuant ta +4 U.S.C. 2107 or 2107 nate, is exempred
from the pravisions of Section 3-301. Such information over ten years old
shati be subject 0 mandatory review for dectassification. Requests for mands-
wory review shall be procesied in accordance with procedures developed by
the Aschivist of the Upited Statcs. These procedures shall pravids for consl-
tatinn with agencies having primary subject mauter interest. Any decision by the
Archiviat may be appealed 10 the Director of the Information Security Over-
sight Office. Agencies with primary subject matier interest shall be notified
promptly of the Dirgctor's decision an such appeals and may further appeal ro
the National Security Coundil through the process tet forth in Sectian 3-104.

App

SEC 4

Mandatory Review for Declassification.
(o) Except os provided in Section 3.4(b), all information
classifled vnder this Order or predecessor orders shall be
subject o a review for declassificotion by the origlnating
agency, if
(1) the requesi is made by a Unlted States citizen or
retmment resident alien, o federal agency, or a State or
ocal government; and

(2) the request describes the document or material
H the Inf 61

wi y to
enable the ogency to locate it with a reasonable amount
of effort.

{b) Information originated by a President, the White House
Staff, by s [ 5 of boords inted by the
Presldent, or others specifically providing advice and counsel
fo a Presideat or acting on behalf of a President, including
such informarlon In the passession and control of the
Administrator of General Services pursuant fo sectlons 2107,
2107 note, or 2203 of title 44, United States Code, is exempted
from the provisions of Section 3.4(a). The Archivist of the
United States shall have authority to review and declassify
such inf fon. Review dures developad by the
Archivist shall provide far consultation with agencies having
primary subject matter interast and shall be consistent with

pi ions of laws or lawful ag hat
pertain 1o the respective presidential paopers or records. Any
decision by the Archivist may be oppealed 1o the Director of
the Information Security Oversight Office. Agencies with
prlmary subject matter interest shail be notified prompliy of
the Director's declslon on such oppeals and may further appeal
to the National Security Council. The information shall remain
clossified untll the appeal is decided.

(c) Agencies conducting a mandatory review for
h shall declassify i ion no longer requiring
protaction under this Order. 'l’hcy shall release this
Information unless withholding Is otherwise authorized under
applicable law.,

;d) Agency heads shall develop procedures fo process requests
or the 9 Inf

¥ review ol 58
procedures shall apply 1o information classifled under this or
predecessor orders. They shall also provide a means for
administratively appealing a denlal of a mandatory review
request,

Section 3.4(a} of the proposed Order contains editorlal changes.
Requests are now linked fo the Administration's recommended
changes in the FOIA. Oniy United States citizens slc. ara
auihacized to requast information.

Section 3.4(b) of the proposed Order reflects the requirements of
the Presidential Records Act of 1978,

!'Section .4(c) of the proposed Order contains editorial changes 1o
the last portion of Section 3-501 of the present Order.

Section 3.4(d) of the propased Order contains editorial changes to
the longuage used In a portion of section 3-501 of the present Order.

300030001-3
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3-502, Requescs for declassificaiion which are submited under the pravis
sioas of the Freedom of Information Act shall be processed in accordance with
the provisians Af that Act

3-505. No agency i porsession of a classificd document may. in response
10 2 request for the document made under the Freedom of Information Act or
this Order's Mandatory Review provision. refuse 10 confirm the existence ar
aan-existence of the document, uniess the fact of its exisience of non-cuis-
tence would itself be classifiable under this Order.

3-504. Requesa for declassificaion of dlassified documents ariginated by
1n agency but in the posaession and control of the Adminisuator of General
Services, pursuant 10 4§ U.S.C. 2107 or 2107 note. shall be referved by the
Aschivist 10 the agency of origin for processing in accordance with Section 3-
304 and for direct response to the requestor. The Acchivist shall inform
requeston of such refervals.

3. Dungrading,

3-601. Classificd information that is marked for automauc downgrading is

g ingly without notification 1o holders.

3-602. Classified information that is not marked for autamaiic downgrad-
ing may be assigned 2 lower classification designation by the originator or by
other authorized officials when such downgrading is appropriste. Notice of
downgradiag shall be provided to holdars of the information 1o the extent
practicable.

Appro

(e} The Secretary of Defensa shall develop special procedures
for the review of cryptologic information, and the Director of
Central inteltigence shail develop special procedures for the
review of Inf pertaining to Inteli vi
(inctuding S'Pachﬂ activities), or intelligence sources or
methods, after consultation with affected agencies, The
Archivist shall develop special procedures for the review of
information accessloned Into the Natlonal Archives of the
United States.

{f) In response o a raquest tor information under the Freedom
of Information Act, the Privacy Act of 1974, or the mandatory
review provisions of this Orders

{1) An ogency shall refuse to confirm or deny the
i of d Inf 1

or
whenever the foct of lis existence or non-existence is
iiself classifioble under this Order.

(2) When an agency recelves any request for documents
In its custody that were classified by another ogency, it
shall refer copies of the request ond the requested

d 10 the originaling ogency for pi ing,
may, alter consuitation with the originating agency,
Inform the requester of the referral. In cases in which
the origlnating agency determines in writing that o
rasponse under Section 3.4(f)X1) Is required, the referring
agency shall respond o the requester In accordance with
that Section.,

Section 3.4(e} of the proposed Order is a restatement of Section

3-403 of the present Order.Section 3.4(f) of the proposed Order is

{)eneted in the positive rather thon nagative fashion of the present
rder, - .

Section 2.4(fX1) of the proposed Order contains editorial changes.

Section 3.4(fX2) of the propased Order contains editorial chonges.

Section 3-6 of the present Order has been dropped because
downgroding Is otherwise covered.

0030001-3
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i

PART 4 M

SECTION 4. SaFecuanping., .

4=1. Ceneral Restrictons un fczens SAFECUARDING R \

y N v ified il " 1 ) ]
I o R A SEC M0 Generol Restrictions on Access.

accessary for the performance of nificial dunes.

(a} A person is eligible for access to classifled information

p that a formal d of lrustworthinass has
mode by ogency heads or designated senior officials ond

provided thal such access is essentlal to the accomplishment of

authorized and lowful Government purpases.

Section 4. 1(a) of the proposed Order contains editoricl chonges.

1102 All classfled information shatl be maiked conspicuuly 10 put Sectlon 4-102 of the presant Order has been deleted. This sublect is

users on notice of its current clavificauon status nd, if appropriate, 1o shou freluded under Scctlen 1.5 of the propened Order.
any special distribuilon or reproduction remrictions authonzed by this Order.

{b) Controls shall be established by each agency to ensure that i

4-103. Contraly shall be established by each agency to ensure that classis classifled | ation Is usad, p , stored, ) . i

? ; troyed di Y

fled informacion is used. procesaed. stored, reproduced, and tansmicted only . H d, yed only under that will o
under conditions chat will provide adequace protection and prevent access by N provide adequate protection and prevent access by W
unauthorized persons. unauthorized persons.

4-104. Chassified information no longer needed in cuvenc working files
o for relerence or record purpases shall be processed for appropriate disposis

o for e Section 4-104 of the present Order has been delated. This subject
tion in accordanca with whe provisions of Chapters 21 and 33 of Thle 44 of . : ec
the United Staes Code, which governs disposition of Federal records, + Wil be addressed in more detalf in the implementing directive. ‘
: b
B
i
+ 100, Classilied inlormauon dissemvnated outside the Exenutive by i
arall be given protecton equivaten ta that afforded whuhLy oor Tk (c) Classified inf shal dissemi o : e i
ecu c) Classified il not ba outside i
beanch, ive : he cxecutiva bronch exeep unde: itlons fhat o ‘. Thot Sectlon 4. (<) of the proposed Order contains editorial chonges, i

the Information witl ba given protection equivalent fo that .
afforded within the executive branch.

(d) Except as provided by directives issved by the President

through the National Securlty Counclt, classified information Section 4.1(d) of the propased Order s prasently addressed in 1500
originating in one agency may not be disseminated outside any - Directive No. 1, E.0. 12065. It more properly belongs In this section
other agency to which it has been made available without the of the proposed Order.

consent of the originating agency. This Section shall not be
construed os reducing the authority of the Attorney General,
with the advice of appropriate agency heads ond subject 1o
review by the President, to if the use of classifi
information is required 1o support fegal proceedings. For
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4-2, Special Arces Programs.

14-201. Agency heads bsted in Scaiion 1-201 may create special access
programs 1o Somrol accenn, dinibuion. 30d protection of pardicularly sensic
dive information classifled pursuant to this Order of prior Orders, Such pro-

grame may be creaed or continued only by wriuen direction and only by
(hose agency heads and. for maners pertaining 1o intelligence sources and
methods, by the Director of Central Intelligence. Classifled Information in
such programs shall be declatsified according to the provitions of Section 3.

+ -4V dpecat access programs may be crealea of conunued only an a
speailic showing that -

(a) normal and
limic need-to-know or access; .

(b} the pumber of persons who will need access will be reasonably smalf
and commensurace with the objective of providing extra pratection for the,
information invalved; and

{6) the special access controls bataace the need 1o protect the information
against the full spectrum of reds 10 use the inforhation,

¥ P are not sufficient to

4~203. All special acceas programs shall be reviewed regularly and, except
those requiced by weaty or international agreem.ne, shall terminase automati-
cally every five years unless rencwed in accordance with the procedures in
Section 4-2.

4-204. Within 130 dass alter the etlectiv? dace of this Order, agency
heads shall review all existing special sacess progiams nnder their jurisdiction
and continue them only in accordance with the proceduses in Section $-2,
Each of those agency heads shofl alsa emablish and mainin a svstem of
accounting for special access progrms. The Dirceior of the lnformation Secu-
vity Oversight Office shall have non-delegabie access to alt such accountings.

Appr

4.2

Speciol Access Progroms.

(a) Agency heods designated pursuont to Section 1.2(a) may
create special access progroms 1o controt access distribution,
ond protection of particularly sensitive Information classified
pursuant 1o this Order or predecessor orders. Such prograims.
may be created or continued only at the written direction of
these agency For special occess progroms pertaining ta
!nlflll‘mn actlvities (Including special activities but not

militory i gic ond tactical progroms),
o Inlcllfgenca sources or methods, this function will be
exercised by the Director of Central Intelligence, Far speciat
access programs pertaining to crypiology, this function will be
exerclsed by the Secretary of Defense,

®} Each ogency head shall estoblish and maintoin a system of
accounting for special occess progroms. The Director of the
Information Securlty Oversight Office, consistent with the
provisions of Section 5.2(bX4) shail have non-delagable access
1o all such occountings.

1 Sechion 4.2(a) of the proposed Order contains editorial changes.

| Section 4-202 of the present Order has been deleted. This section
L ssed in the implementing directive.

Sectlan 4-203 of the prasent Order has been deleted. Continuance
of this i is an y and costly admini: 3

Section 4.2(b) of the proposed Order contains editorial changes.
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i
o . i
A=Y, dccess by Hutoneal Researchers and Former Presutensial Agpointers, SEC 4.3 Access by Historical Reseorchers and Former Presidentiaf ::
K
4-301. The requirement in Section §-101 thac access to tla:siﬂcrd i.;_fo:]- i
i b d only-as i for the performance of offic "
ey may be waved 5 prtded in Secion 1302 o bemm s, {:};ﬂh‘;m;‘;;;"g'g‘;:mmﬂﬁ that occass o clasified
{a) are engaged in historical research projects, or
T L ich th accomplishment of authorized and lawful Government purposes
appoi o e accupied policy making posidons (@ which they were may be waived as provided in Section 4.3b) for persons wis

(1) ore engaged In historical rescarch projects, or

() p ly have ied policy-making posi 1o
which they were oppointed by the President, i

. . Waivers under Sectlon 4.3(a) may be granted only if the Sectlor ins editorial ch
1302, Waivers under Srction 1-301 ma1 be granied anly i the agencs b ¥ Section 4.3(b) of the proposed Order contains editorlal changes.
wh yucisdiction over the informtion: e anly  the 2gencs orlginating ogencys
) mabes » wrlten deserminaion that access is caminent with the nter. (1) determines in writing that access Is consistent with
#311 of macionat security;
b1 akes sppropriate weps (0 ensure thar sccess in fimiced o specific The Interest of natfonal security;

€aregorics of inforniaion over which hat aganey g ation jurisdiction:
) limits the accers granted 1© former Presidennal appoiniees 1o ueom (@) takes “p’:mp”“" steps lo pratect classified romise,
ta e perion originated, reviewed, signed or recemved while serving 31 a ond ansures thay the Inforrnation fs m,eg;d‘;:':: a
cesidential appointee. b
o manner consistent with this Order; and

3) limits the access gronted 1o former presidential
appolntees fo Items that the person originated, reviewed,
signed, or recelved while serving as a presidential

appointes,

4. Repraduction Camirals, * .

3~401. Top Secret documents may ot be reproduced without the consent
of the ariginating agency unless othersise marked by the originating office.

4402, Reproduciion of Sccret and Conde may be re-
sricted by the originating agency. . . .

4-109. R copies of classified are subject 1o the same Section 4-4 of the present Order hos been deleted. This section will
accountability and controls a3 the original documents. - be addrassed in the Implementing directive.

4=404. Records shall be mainuained by all agencies thac reproduce paper
<opies of ¢lassificd documents o shaw the aumber and disribution of repro.
duced copies of all Top Secret documents, of all documents covered by
#pecial access programs dinribured ounside che originating agency, and of all
Secret and all Conlidenial documents which are marked with special dissemi-
nailon and reproductian limicatioas In accordance with Section 1508,

4404, Sections 4-10( and 4-409 shall not rescrics the repraduction of
documents for the purpose of facilivating review for dectassiflcation, However,

sueh wepraduced documents that remain classiticd alier review must be "‘Approved For Release 2006/04/19 : CIA-RDP86-00674R000 _300030001'3
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EXLOUTIVE ORDER 12065

ORAFT ORDER

REASONS FOR CHANGE

SECTION 5. lurLtmenvamion sno Review.
5-1. Ovmight

3-101. The National Security Council may review all masters with respect
10 the implementation of this Order and shall provide overall poficy direction
for the information security program.

3-102. The Administrator of General Secvices thall be responsible for

ing and monitoring she program cxablished pussuant (0 his Order.

Thia responsibilivy shall be delcgated to an Information Sequrity Oversight
Oflice. .

3-2. Information Secunty Ovmsight OffRe.

5-201, The Informativa Security Oversight Office shall have a full-time
Director appointed by the Administrator of General Services subject 1 3p.
proval by the President, The Administrator also shall have authority 1o ap-
poine a 1ail for the Office.

%-202, The Director shalf:

{d) devetop, in consukation with the agencies, and
. . 3 promulgate, 1ubject 1
the appraval of the National Security Council, directives for d';‘e implil::m:
tion of this Order which shall be binding >a the agencies;

. (3) aversee agency actions to ensure compliance with chis Order and
implementing directives;

) review all agencs implementing requlations and agency guidelines for
swseematic declssificaiion review. The Dircctor shall require any regulation o

 guideline o be chacged if it is not conwstent with this Order or implementiag

{ directives. Any such decirion by the Dircctog mav be appealed to the National
Security Council. The agency reqularion or guideline shall remain in effect
until the appeal is decided ar untit one year from the date of the Director's
decision, whichever occurs ficst.

security risk, the alfecred agency head ma
2ppeal denils ta the National Sccurity Couacl. The denial of acpess shall

remain in effecs until the appeal is deci i
e i whcane the 3ppal i decided or wnil one year rom the date of

Apprd

PART 5
IMPLEMENTATION AND REVIEW

Policy Direction.

(a) The Motlonal Security Councll shall provide overall policy
diraction for the information security program.

() The Adminlistrator of General Services shall be responsible
for Implementing and moni taring the progrom astablished
purswant to this Order. The Administrator shall delegate the
Impl fon and fons of this program to
the Director of the Information Security Oversight Office.

Information Security Oversight Office.

(0} The Information Security Oversight Office shall have a
full-time Director appainted by the Administrator of General
Services subject to approval by the President. The Director
shall have the authorlty to appolnt a staff for the Office,

(b) The Director shall:

(1) develop, in consuitation with the agencies, and
promulgate, subject 10 the approval of the National
Security Councll, directives for the implementation of
this Order which shall be binding on the ogencies;

(2) oversee agency octlons 1o ensure compliance with
this Order and implementing directives;

(3} review all agency implementing regulations ond

agency g or sy

review. The Director shall require any regulation or
ideline to be changed if it is not consistent with this
rder of implementing directives. Any such decision by

the Director may be appealed to the National Security

Council. The agency regulation or guideline shall remain

in effect until the appeal is decided;

(4) have the authority to conduct on-site reviews of the
information security program of each agency that
o or handles ied i ond to require
of each agency hose reporis, information, and athes
cooperation that may be necessary to fulfill the
Director's responsibilities. If these reports, Inspections,
or access to specific categories of classifled information
would pose on exceptional national security risk, the
affected o heod or the senlor official designaled
under Sectlon 5.3(aX 1) may deny occess. The Director
al denials fo the Natfonal Security Counci

Section 5.1(a) of the proposed Order contains editorial changes.

Sectlon 5.1(b) of the proposed Order contains editorlal changes,

Sectlon 5.2(0) of the proposed Order contalns editorial changes,

SecHon 5.2(b) of the proposed Order contains editorial changes.

bved For Release 2848/04/45miAROPE6-0064AR060300030001-3
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EXECUTIVE URDER 17065

ORAFT ORDER

REASONS FOR CHANGE

‘) exeraise v ion authority in with Section
1-208 and review cequents for original chassifcation authoritv from agencica or
officials a0t granied nriginal classification authority under Section 12 af this
Order: and :

skl contider and take action oa complaints and suggsstions from persans
within or outside the Govemnment with respect ta the administration of the
information security program. including 3ppeals from decisions on declassifi-
cation requests pursuant to Section 3-503:

t¥ report annuaily 1 the Presi

:2h
Services and the Nationab Security Council on the implementation of this
Oirder:

\) exeraise the authonty 10 dectassuy imtormauoa provided by Sections
3-104 and 3-%03:

3-3. Interagency Injormanon Serurity Conmitue,

5-301, There is established an Interagency fnformation Security Commit-
1<€ which shall be chaired by the Director and shail be comprised of represent-
atives of the Secreraries of Siate, Delense, Treasury, and Encrgy, the Auomey

i nce, the National Security Council,

the Domestic Policy Seaff, and the Archis
3-302. Representatives of other agencies may be invited to meer with the
Commitee on mauters of pardeular interest 1o those agencica.
3-103. The Commiictes shali meet at the call of the Chairman or 2y the
fequest of a member agency and shall advise the Chairman on implementation
of this order.

App

(5) review requests for original classification outhority
from agencies or officlals not granted original
classificotion authority and, if deemed appropriate,
recommend presidential opproval;

{6) consider ond take action on complaints and
suggestions from persons within or outside the
Gavernment with respect to the odministration of the
Information security program;

(7) have the quthority 1o prescribe, after consuitation
with affected agencles, standard forms that will promote
the Implementation of the Information security programy

(8) exercise ficati y in

b fassi
accordance with Section 1.2(eh

(9) report at teast onnually to the President through the
National Security Council an the implementation of this
Order; ond

(10) have tha autharity to convene and chair interagency
meetings 1o discuss matters perfaining to the information
security program,

roved For Release 2006/04/19 : CIA-RDP86-00674R000;

Section 5.2bX7) of the added
Proposed Order has be:
responsibilities in the interast of prornollrfg sl:v‘)dordlza'rlnlfs:oo
3

securlty, ond economy In security forms,

Section 5.2(bX10) of the proposed Order provides a more flexible
means of discussing Information security matters with affected
agencies through ad hoc committees. The inclusion of this
subsection makes Section 5-3 of the prasent Order unnecessary,

Section 5-3 of the present Order has been dal. j
r eted. This subj
Incorporated in Section 5.2(bX10) of the Pproposed Orde:. sublect s
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EXECUTIVE ORDER 12065

DRAFT ORDER

REASONS FOR CHANGE

84, Cmeral Responsiditinier.

3-401. A copy of any information security regulation and a copy of any
guideling for systematic declassification review which has been adopted pursu-
ant to this Order or implementing directives, shall be rubmitced ta the Infor-
matlon Security Qversight Office. To the extent practicable, such regulations
and guidelines should be unclassified.

. 804, Agencies which originate or handle classified information shall:
(a) designate a senior agency official 1o conduct an active aversight pro-
ram to ensure eilective implemeatation of this Order;

5402, Unclassified regulations that establish agency information security - -

policy and unclassified quidetines'for systematic declassification revigw thall be
published in the Froer Rzo1sTIn,

1D establish procedures to prevent unnecessary access 1o classified infor-
mation, including procedures which require that a demonstrable need for
access (o classified ioformation is eatablished before initiating administrative
dearance procedures, and which ensurey that the number of peogle granted
access 10 classified information It reduced 10 and maintained at the minimum
number that ls consistent with operatianal requicements and aceds: and

3403, Agencies with original ification authority shall
guides for security classification that will (acilivate the ideatification and uni-
form dossification of infatmation requiring protection under the pravisions of
this Order.

. 3-HH. () designate a senior agency ofllcial to chair an agency cammittee with
suthacity 10 3r¢ on 3l swggestions and campiamnts “ith respect (o the agencs's
administration of the intormatlon secunty pragram;

General Responsibitities.

(a) Agencies that originate or hondle classified information
shallz

{1) designate a senior agency offlcial to direct ond
administer Its informatlon security program, which shall
Include on active oversight ond security education
progrom 1o ensure effeclive implementation of this
Order;

(@) promuigate implements by

loccifimd 1atl, 1 i it <

4
security policy shall be published or incorporated by
reference in the Faderal &le\_lftwer to the exdent that
these ragulations affect me: s of the publicy

(3) establish p: to prevent c ¥y occess 16 ¢

lassifl f lon, I ing procedures that (1) i
require that @ demonsirable peed for access 1o classified
Inf I blished bafore inktiati i b
clearance procedures, ond {il) ensure that the number of |
persons granted access to classified information Is .
limited to the with op dand
security requirements and needs) and

() devalop special y plans for the (| |
of classifled information used In or near hoslile or
potentially hostile areas.

Apprpved For Release 2006/04/19 : CIA-RDP86-00674R000

Sectlon 5-401 of the present Order has been deleted. This section Is |
Incorporated in 5.2(bX3) of the proposed Order. !

Section 5.3(a) of the proposed Order contains editorial chonges.

Section 5-403 of the present Order has been deleted.
. T
addressed In Section 2.2 of the proposed :)er':ier.e © s subfect I

Sectlon 5-404(b) of the present Order has bean deleted. This subject *
is Incorporated In 5.3(aX1) of the proposed Order, 1 aublect
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EXECUTHVE ORDER 12065 DRAFT ORDER REASONS FOR CHANGE
Section 5-404(c) of the present Order has been deleted. This subject |
(€} estabhsh 3 process (© gecide Ippeais trom demals ol declasitcaNon i3 Incorporated in 3440 of The prenostn Oomer. i
erquests tubmitted pursuant 10 Sccion 3-3; . ;

) establish 3 program to famvliarize agency and ocher persannel who Section 5-404(d) of the present Orde: been .
live access (o classified information ith the pravisions of tws Order and Is icorporated in 5,3(aK1) of the prapeacd grryet "o This subject
implementing directives. This program shall impress upon agency personncl rder.
their cespansibility to exercise vigilance in complying with this Order. The
program shall encourage agency personnei to challenge, through Mandatory
Review and other appropriate p thase classil decisions they
believe to be impeoper:

Section 5-U04(e) of the present Order has been delated. This subject

(¢) promulgate guidslines for aystematic review in accordance with Sec- Is Incorporated in 3.3(a) of the propased Order.
tion 3402 .

" Section 5-404(g) of the present Order ha: 1

{§) ensure that practices for i i 4 p rder has been deleted. This subject
revicwed and thac those which are dupticative of ‘.n,..m.,:.,"m ol Is Incorporated in Part 4 of the proposed Order.

hd—:})ﬂ. Agencies shalt mblr'l;: to the [nlnl[?n;dc(;lﬂ.?tmnlv g)v:rll]hl Offic . Section 5-405 of the present Order has been deleted. This subject Is !
nuch infonnation or reparts as the Director of the Office may find netessacy + i ¥ :
Caery ot the Ofiews roapansibilon. + Incorporated in Section 5.2 of the proposed Order. :

Sanctions,

38, Adminitirative Janctions.

5-30L. if the In(nr-ruu'un Security Oversight Office finds thac a violation
of this Order or any implementing dircciives may have occurred, it shall make

2[<port (0 the head of the agency concemed 50 that corvective sieps may be
1aken,

3-502. Officers and employecs of the United States Government shall be
subject to appropriate administrative vancdons If they:

() kriowingly and willfully classify or continue the classification of Infor-
mation in vialation of this Order or any implementing directives: or

(b} knawingly, willfully and without authorization disclose informadon
properly classified under this Order or prior Orders or compromise properly
classified information through negligence: or

() knowingly and willfulty violate any ather provision of this Order or
Implementing directve.

Appro

(a) IF the Director of the Information Security Oversight

Office finds that a vialation of this Order or Its Implementing
directives may have occurred, the Director sholl make a report
to the head of the y or to the senior official designated
under Section S.J(nil)su that corrective steps, If appropriate, ;
may be taken, !
i
®b) Officers and employees of the Unived States Government,
ond i1s conbractors, licensees, and grantees shall be subject to
appropriate sanctions If theys

) & Ingly, wiltfully, or Il ‘disclose 1o
unauthorized persons information properly classifled '
under this Order or predecessor orders;

2) knowingly and willfully classify or continue the
classification of Information in violation of this Order or
any implementing directive; or

3) knowingly and willfully violate any other provision of
this Order or Implementing directive.

ved For Release 2006/04/19 : CIA-RDP86-00674R0003

* Sectlon 5.4(a) of the proposed Order contalns editorial changes.

', Section 5.4(b) of the proposed Order contalns editorial changes.
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EXECUTIVE ORDER 17065

DRAFT ORDER

REASONS FOR CHAMNGE

5-303. Sanctions may include repnmand. suspension without pay. cemos-
al, termination of classification authorky, or ather 1ancion in accordance will
applicable law and agency regutations.

=317 Agency heads shall ensure tha appropriate and
acuoa is laken whenevera violation under Section 3-502

ol e Intormation Securiy Oversight Office shall
swlaions secur.

prompt corvective
nccurs. The Director
nlormed when such

23, Agency heads shall report to the Attorney General evidence re-
in elassified informatinn of possible violatinns of Federal criminal law
e agenes emplovee and of passible vialauons b ans oiher person of those
Federal criminal laws specified in guidelines 3dopted by che Anomey General,

App

{c) Sonctions may include reprimand, suspension without pay,
removal, termination of classification authority, lass or denlal
of access to classified information or other sanction in
occordance with applicable law and ogency regulation.

(d) Each agency head or the senior official designated under
Section 5.3(a) 1) shall ensure that appropriote and prompt
corrective actlon is token whenever o violation under Section
$.4(b) occurs. Either shall ensure that the Direclor of the
Information Security Oversight Office is prompily notified
whenever a viclation under Section 5.4(bX1) or (2) occurs.

oved For Release 2006/04/19 : CIA-RDP86-00674R000300030001-3

Section 5.4(d) of the propesed Order contalns editorial changes.

! Section 5-505 of the present Order has been deleted. This subject is
addrassed in Attorney General quidelines moking it redundant and
inappropriate in the proposed Order.
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EXECUTIVE ORDER 12065 DRAFT ORDER REASONS FOR CHANGE
SECTION B Geseu . Paovisass. PaRT ¢
3=1. Defianons, GENERAL PROVISIONS
SEC 6l Definltions.

6-104. “Agencr™ has the meaning defined in 3 U.5.C. 352(e).

4-102, “Classitied intormation™ means ntormaoa or matenal. here:n
colleciively sermed information, that is owncd by, produced for or by, or
under the coneol of. the United States Govaramend. and that has been
Areaemined BUrvLIAC 0 this Order or gmar Urders 1 requirs arereton
agunse unauthorized disciosure. and that is 5o desiznaced.

B-103. “Foreign information™ means that has
provided 15 the United Siates in ceiinsncs by, or produced by the
@ States paruant 1o 3 wiitten join rsangement cequiring coniidentiatis
b3 treian goremment or i ion af 3 .

n=104. “Nauonal sceurcy ' neans (it Rauonal deiense and loreign rela-
1ens of the United States.

B-115>. "Declassification event” mieans 10 ¢vent wiuch would elwmunate the
1ced for continued classification,

Apprg

(a) "Agency" has the meaning provided at § U.5.C, 552(e).

{b) “inf ion" means any inf ion or material,
ngardless of Its physical lorm or characieristics, that is owned

produced by, produced for, or is under the control of the
Uni!ed States Government.

(c) ™National securlty information® means information that has
been determined pursuant ta this Order o ony predecessor .
order 10 require protection agoinst unauthorized disclosure and
that Is so designated.

(d) *Foreign gavernment information® means:

(1) information pmvlded bya foreign goven\menl or

gavernments, or any element thereof with Ihe
expectation, expressed or implied, that the Information,
tha source of the information, or hoth, are 1o bs heid In
confidence; or

(2) any information produced by the United States
pursuont to or as a result of @ lolnl arrangement with a
foreign government o m'gcnlxnllm of governments,

iring that the the oc both,
be held in confidence.

(e) "National securily* means tha national defense andfor
foreign relations of the United Siates.

(f} "Confidential source™ means any individual or orgonlzation
thal has provided, or that may reasonably be expected to
provide, information to the United States on matters
pertglning to the national securlly with the expectation,
expressed or Implied, that the information or relationshlp, or
bath, be held in confidence.

(g) "Orlglnal classification” means an Initial determination
that information requires, in the interest of national security,
pratection against unauthorized disclosure, together with o
classification designatlon signifying the level of protection
required.

pved For Release 2006/04/19 : CIA-RDP86-00674R0003

This section of the proposed Order contains some edilorfal changes
i ond Includes three new definitions ond deletes one.

New definitions:

Proposed Order

6.1{b) Information

.1(f) Confidential Source
6.1(g) Original Classification

These definitions were odded to insure consistent interpretation by
affected agencies.

Deleted definition:
Present Order
6-105 Declassiflcation Event

y, thus incl

This g it under definitii
In Section 6 of ihe proposed Order is unneceswvy
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-2 Cemeral,

5-201. Nohing in this Order sliall supersede sny requirement made by o
under the Momic Energy Act of 1954, a3 amended. “Resiricred Doix~ and
information designated 23 “Formerly Restricied Data™ shall be handled. pro-
rected, classificd, downgraded, and ified in with the provi-
tions of the Aomic Energy Act of 1934, 23 amended, and regulations soued
puesuant thereto.

6-202. The Automey General, upon request by the head of an agency. his
duly designated repeesenvaiive, or the Dircctor of the Information Security
Qrersight Office. shall personally or through authorized represcntatives of the
Department of Justice render an interpretation of this Order with respect to
any quesiion arising in the course of fts administration.

Appro

General.

(a) Nothing in this Order shail supersede any requirement
made by or under the Atomic Energy Act of 1954, as
omended. ‘Restricted Dota” and "Formerly Restricted Data"

shall be handled, protected, classified, downgroded, and
de ) b

n y with the p fons of the Atomlic
Energy Act of 1954, as omended, and reguiations issved vnder
that Act.

®) The Attorney General, upon request by the head of on

agency or the Director of the Information Security Oversight
Office, shalf personally or through outhorized representatives
of the Department of Justice render on intcrpretation of this

Order with respect to any question arising in the course of ifs
adminisiration,

(c) Executive Order No, 12065 of June 28, 1978; the
accompanying presidential Order of June 28, 1978; Information
Security Oversight Office Implementing Directive No. | of
Ocitober 2, 1976; and Section 5-209 of Executive Order No.
12148 of July 20, 1979, are revoked as of the effective date of
this Order.

(d) This Order shall becaine effective on .
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